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Introduction



The primary purpose of this document is to promote the importance of establishing and maintaining a progressive, comprehensive exercise program which will ensure stakeholders have realistic, tested, and proven plans with policies and procedures that reflect the specific needs of each jurisdiction.  Principles set forth in this document will encompass the notion that state and local governments have direct responsibility to train and exercise their own homeland security professionals.

In order for this type of program to be effective, it will require a concentrated effort by state and local personnel to create a partnership dedicated to improving the delivery of emergency services through a capabilities-based approach and defined by Presidential Policy Directive 8 (PPD-8).  This will require joint planning, on-going training, and exercising the various functions and capabilities identified through the five mission areas of homeland security:  prevention, protection, mitigation, response, and recovery.  Constant focus remains on encouraging more and more agencies and private industry to hold a proactive stance that will improve their abilities to respond efficiently to and recover admirably from emergency and disaster situations.

This document has been designed to provide information pertaining to the requirements and documentation of emergency management exercises consistent with the principles outlined in the Homeland Security Exercise and  Evaluation Program (HSEEP), as well as applicable existing emergency management standards.











 (
Solutions exist…it is up to visionary and courageous leaders to implement changes in a collaborative setting.
)



Homeland Security Exercise and Evaluation Program (HSEEP) Overview

The Homeland Security Exercise and Evaluation Program (HSEEP) is a capabilities- and performance-based exercise program that provides a standardized policy, methodology, and terminology for exercise design, development, conduct, evaluation, and improvement planning.  The HSEEP Policy and Guidance is presented in detail in HSEEP Volumes I-III.  (https//hseep.dhs.gov)  Adherence to the policy and guidance presented the HSEEP Volumes ensures that exercise programs conform to established best practices and helps provide unity and consistency of effort for exercises at all levels of government.

This document provides an overview of terminology, methodology, and guidelines for all entities involved in conducting exercises, including Federal, State, and local governments, departments, agencies, private sector entities, and non-governmental organizations.  The intent is to define the key requirements for an entity to be considered aligned with the HSEEP principles by providing a check-list in which an entity can use to ensure its exercise program is HSEEP compatible.
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Consistent terminology and methodology for exercises is critical to avoiding confusion, and to ensuring that entities can exercise together seamlessly and define common solutions.


Risk and the Core Capabilities

Understanding the greatest risks in each jurisdiction is a critical step in identifying the core capabilities and capability targets and will guide the allocation of resources effectively.  All levels of government and the whole community should stay vigilant in assessing risks in an ever-changing environment and work collaboratively in defining those capabilities that can create resilient communities. 

Table 1:  Core Capabilities by Mission Area

	Prevention
	Protection
	Mitigation
	Response
	Recovery

	Planning

	Public Information and Warning

	Operational Coordination

	Forensics and Attribution
	Access Control and Identity Verification
	Community Resilience
	Critical Transportation
	Economic Recovery

	Intelligence and Information Sharing
	Cybersecurity
	Long Term Vulnerability Reduction
	Environmental Response / Health and Safety
	Health and Social Services

	Interdiction and Disruption
	Intelligence and Information Sharing
	Risk and Disaster Resilience Assessment
	Fatality Management Services
	Housing

	Screening Search and Detection
	Interdiction and Disruption
	Threat and Hazard Identification
	Infrastructure Systems
	Infrastructure Systems

	
	Physical Protective Measures
	
	Mass Care Services
	Natural and Cultural Resources

	
	Risk Management for Protection Programs and Activities
	
	Mass Search and Rescue Operations
	

	
	Screening Search and Detection
	
	On Scene Security and Protection
	

	
	Supply Chain Integrity and Security
	
	Operational Communications
	

	
	
	
	Public and Private Services and Resources
	

	
	
	
	Public Health and Medical Services
	

	
	
	
	Situational Assessment
	


Defining Core Capabilities

Using the core capabilities allows jurisdictions to achieve preparedness goals by:

· Preventing, avoiding, or stopping a threatened or an actual act of terrorism.
· Protecting citizens, residents, visitors and assets against the greatest threats and hazards in a manner that allows jurisdictional interests, aspirations, and way of life to thrive.
· Mitigating the loss of life and property by lessening the impact of future disasters.
· Responding quickly to save lives, protect property and the environment, and meet basic human needs in the aftermath of a catastrophic incident.
· Recovering through a focus on the timely restoration, strengthening, and revitalization of infrastructure, housing, and a sustainable economy, as well as the health, social, cultural, historic, and environmental fabric of communities affected by a catastrophic incident.

Capabilities-based planning is defined as planning, under uncertainty, to build capabilities suitable for a wide range of threats and hazards while working in an economic framework that necessitates prioritization and choice.
 (
Capability Assessment
)


 (
Multi-Year Training and Exercise Plan
)
 (
Homeland Security Strategy
) (
Priorities
)



 (
Improvement Plans
)



	Term
	Definition

	Capability Assessment
	Baseline assessment against known threats/risks, vulnerabilities, current capabilities, and resources.

	Improvement Plans
	Gaps or deficiencies during exercises and real world events that are identified as ‘needs improved;’ highlights critical planning, training, and resource needs that stakeholders feel obligated to analyze and correct.

	Priorities
	Identified actions to be taken based on importance and necessity and available resources.

	Homeland Security Strategy
	A plan of action that outlines objectives, implementation steps, and performance measurements; the strategy supports homeland security grant investments.

	Multi-Year Training and Exercise Plan
	A cycle of exercises and related trainings that expands knowledge/skills; allows participants opportunities to practice, test, and improve capabilities and validate readiness.  



Training and Exercise Planning Workshop (TEPW)

The Training and Exercise Planning Workshop (TEPW) provides jurisdictions a forum for bringing key stakeholders together to discuss needs, expectations, priorities, and strategies and, ultimately, develop a plan to translate priorities into training and exercise schedules.  It opens dialogue for sharing authorities, responsibilities, and program requirements in an effort to keep stakeholders informed and aware of issues that affect others.  

As systems have matured over the years, there is a growing number of exercise requirements that face many stakeholders.  The TEPW allows jurisdictions to pool resources and avoid duplication of effort.  Sharing training and exercise experiences enhances the partnerships needed to affect continuous improvement of capabilities. 

The Training and Exercise Planning Workshop is designed to:

· Identify preparedness levels of participating agencies, as well as new partners, and prioritize capabilities needed, as well as capabilities desired;
· Track improvement actions from past events and promote accomplishments;
· Identify a cycle of exercises that increase in complexity, as well as identifies the knowledge and skills (training] needed to support success; 
· Identify and coordinate possible funding sources to support needs; and
· Prepare a multi-year training and exercise schedule with input from stakeholders.

 (
STRATEGY
)

 (
Gaps, Excesses, & Deficiencies
)
 (
“Desired”
Capabilities
) (
“Required”
Capabilities
) (
“As-Is”
Capabilities
)




 (
Jurisdictional Risks & Hazards
)





The Multi-Year Training and Exercise Plan (TEP) emphasizes the coordination among all jurisdictional stakeholders and graphically illustrates the training and exercise schedule over a multi-year period.  

The TEP must be reviewed and updated annually.
HSEEP Terminology and Methodology

Exercise Types  

There are seven (7) types of exercises defined within HSEEP, each of which is either discussions-based or operations-based.  The illustration below shows the “Building Block” approach:
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Illustration: yellow boxes (discussion-based) and orange boxes (operations-based) 

Discussions-Based Exercises familiarize participants with current plans, policies, agreements, and procedures, or may be used to develop new plans, policies, agreements, and procedures.  Types of Discussion-Based Exercises include:
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Operations-Based Exercises validate plans, policies, agreements, and procedures, clarify roles and responsibilities, and identify resource gaps in an operational environment.  Types of Operations-Based Exercises include:


	
	Utility / Purpose
	Type of   Player Action
	Duration
	Real-Time Play?
	Scope

	
Operations-Based Exercises
	
Validate plans, policies, agreements, and procedures; clarify roles and responsibilities; identify resource gaps
	
Actual; player action mimics reaction, response, mobilization, and commitment of personnel and resources
	
May be hours, days, or weeks, depending on purpose, type, and scope of the exercise

	
Yes
	
Varies

	
Drill
	
Validate a single operation or function of an agency

	
Actual
	
2-4 hours
	
Yes
	
Single agency/ single function

	

Functional Exercise (FE)
	
Evaluate capabilities, functions, plans, and staffs of Incident Command, Unified Command, intelligence centers, or other multi-agency coordination centers   (e.g., EOCs)
	
Command staff actions are actual; movement of other personnel, equipment, or adversaries is simulated

	
4-8 hours or several days or weeks
	
Yes
	
Multiple functional areas/    Multiple functions

	
Full-Scale Exercise (FSE)
	
Validate plans, policies, procedures, and cooperative agreements developed in previous exercises through their actual implementation and execution

	
Actual
	
One full day or several days or weeks
	
Yes
	
Multi-agency / Multiple functions

















Exercise Notification

The State of Kansas has developed a process for reporting exercise activity and to streamline the data necessary for reporting accomplishments.  The information collected supports the continued development and sustainment of core capabilities and outlines the engagement of whole community partners.  Data reported for the exercises also supports situational awareness for exercises planned throughout the state.
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Note…This form can be found on the KS WebEOC Board entitled “Exercise Notification.”  If access is unavailable, refer to the KDEM website at http://www.kansastag.gov/kdem.

Technical assistance can be requested to support the exercise development process but advanced notice is required based on the type of request made and staffing availability.  


Exercise Planning Conferences

Based on Homeland Security Exercise and Evaluation Program (HSEEP) principles, there is a variety of planning meetings and after action conferences that serve to be useful in exercise design and development processes.  

	Type
	Primary Focus
	Length
	Outcomes

	Concepts & Objectives Meeting
	Formal beginning of the planning process.  Is held to identify the type, scope, objectives, and purpose of the exercises. For less complex exercises, it can be conducted in conjunction with the IPC.  Representatives could include sponsoring agency / organization, potentially participating organizations, exercise planning team leader, and senior officials 
	Range from 2 to 4 hours
	· Agreement regarding exercise type, scenario, capabilities, tasks, and objectives
· Consensus regarding the target timeframe and the date and time of the next planning conference
· Identification of participating entities

The C&O Meeting helps planners identify the capabilities and tasks that are going to be validated, design objectives based on those capabilities and tasks, and exercise planning team members.

	Initial Planning Conference (IPC)
	Unless a separate C&O meeting is conducted, the IPC is typically the first official step in the planning process. Its purpose is to determine exercise scope by gathering: input from exercise planning team; design requirements and conditions (e.g., assumptions and artificialities); objectives; extent of play; and scenario variables (e.g., time, location, hazard selection)
	Range from 3 to 6 hours
	· A planning schedule
· Clearly defined, obtainable, and measurable capabilities, tasks, and objectives
· Identified exercise scenario variables (e.g., threat scenario, scope of hazard, venue, conditions)

Exercise planning team members are assigned responsibility for activities associated with designing  and developing exercise documents

	Mid-Term Planning Conference (MPC)
	Typically used in more complex, operations-based exercises such as Functional and Full-Scales.

A working session to discuss exercise organization and staffing concepts, scenario and timeline development, scheduling, logistics, and administrative requirements.  Is also a session to review draft documentation.
	Depending on the agenda, it generally is a full day conference (especially if no MSEL planning conference is scheduled)

Could allow for a walkthrough of exercise site and gather supporting pictures, maps, and other visual aids
	· Agreement on final ExPlan details
· A fully reviewed exercise scenario timeline, usually the MSEL
· Fully reviewed exercise documentation (e.g., ExPlan, C/E Handbook)
· Well developed scenario injects (imperative if no additional conferences are scheduled)
· Agreement on the exercise site
· Finalization of date, time, and location of the Final Planning Conference

	Master Scenario Events List Conference (MSEL)
	Development of the MSEL ( a chronological list that supplements the exercise scenario  with event synopses; expected player responses, capabilities, tasks, and objectives to be addressed; and responsible personnel.  It also records the methods used to provide the injects
	Varies on the scope of exercise, allow for 4 to 8 hours
Assign a person to incorporate suggestions & changes
May require more than one meeting or can be incorporated into a mid-term or final planning meeting
	· At a minimum, key events and the time of their delivery are identified

	Final Planning Conference (FPC)
	Final forum for reviewing exercise processes and procedures.  
	½ day for discussion-based 
Full-day for operations-based
	· Resolve any open issues
· Review logistical activities (e.g., schedule, registration, attire, special needs)
· Final review of all exercise and presentation materials


Exercise planning teams need to determine the number of meetings needed to successfully plan a given exercise.  In addition to the exercise planning conferences, an After Action Conference (AAC) is scheduled to finalize draft evaluation observations and recommendations for a final After Action Report (AAR).
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Illustration displays the different planning meetings suggested for exercise planning processes.


Planning Timelines

	Exercise Planning Conferences
	Exercise Type
	Timing Prior to Exercise

	Concepts & Objectives Mtg
(C&O)
	Large-Scale, High-Profile, or a Series of Exercises
	Prior to or concurrently with the Initial Planning Conference

	Initial Planning Conference
(IPC)
	All
	Discussion-Based:  3 Months
Operations-Based:  6 Months

	Mid-Term Planning Conference
(MPC)
	Operations-Based
	3 Months

	Master Scenario Events List Conference
(MSEL)
	Complex, Operations-Based
	3 Months 
If not held separately, can be incorporated into the MPC or FPC

	Final Planning Conference
(FPC)
	All
	Not more than 6 weeks prior to either a discussion-based or operations-based exercise

	
After Action Conference
(after the exercise)
	All
	Develop Draft AAR/IP within 45 days
Conduct AAC within 6 weeks
Finalize AAR/IP within 90 days 



Illustration serves as a guide for scheduling exercise planning processes.
Exercise Documentation

The list below briefly describes the important document types associated with most exercises.  The types of documentation described here are all discussed in more detail in HSEEP Volume II: Exercise Planning and Conduct.


· A Situation Manual (SitMan) is a participant handbook for discussion-based exercises, particularly tabletops (TTXs).  It provides background information on exercise scope, schedule, and objectives.  It also presents the scenario narrative that will drive participant discussions during the exercise.

· The Exercise Plan (ExPlan), typically used for operations-based exercises, provides a synopsis of the exercise and is published and may be distributed to players and observers prior to the start of the exercise.  The ExPlan includes the exercise objectives and scope, safety procedures, and logistical considerations such as an exercise schedule.  The ExPlan does not contain detailed scenario information.

· The Controller and Evaluator (C/E) Handbook supplements the ExPlan for operations-based exercises, containing more detailed information about the exercise scenario and describing exercise controllers’ and evaluators’ roles and responsibilities.  Because the C/E Handbook contains information on the scenario and exercise administration, it is distributed only to those individuals specifically designated as controllers and evaluators.

· The Master Scenario Events List (MSEL) is a chronological timeline of expected actions and scripted events (i.e., injects) to be inserted into operations-based exercise play by controllers in order to generate or prompt player activity.  It ensures necessary events happen so that all exercise objectives are met.

· A Player Handout is a 1-2 page document, usually handed out the day of an exercise, which provides a quick reference for exercise players on safety procedures, logistical considerations, exercise schedule, and other key factors and information that will allow players to understand the overall simulation facts.

· An After Action Report/Improvement Plan (AAR/IP) is the final product of an exercise.  The AAR/IP has two components:  1) an AAR, which captures observations and recommendations based on the exercise objectives as associated with the capabilities and tasks; and 2) an IP, which identifies specific corrective actions, assigns them to responsible parties, and establishes targets for their completion.  The lead evaluator and the exercise planning team draft the AAR and submit it to conference participants prior to an After Action Conference.  The draft AAR is distributed to conference participants for review no more than 45 days after exercise conduct.  The final AAR/IP is an outcome of the After Action Conference and should be disseminated to participants no more that 90 days after exercise conduct.




HSEEP Alignment

HSEEP Alignment is defined as following specific HSEEP principles for exercise program management, design, development, conduct, evaluation, and improvement planning.  In order for an entity to be considered HSEEP aligned, it must satisfy four (4) distinct performance requirements:


	Conduct an annual Training & Exercise Planning Workshop (TEPW) and maintain a Multi-Year Training & Exercise Plan (TEP)
	· Involve key jurisdictional stakeholders (includes a roster of participants)
· Establish capability needs, gaps & priorities based on jurisdictional hazards and risks
· Identify challenging exercise activity that gradually increases in complexity 
· Define training needs and schedules
· Update on an annual basis 

	Planning and conducting exercises in accordance with guidelines outlined in HSEEP Volumes I-III
	· Type of exercise selected should be consistent with multi-year TEP
· Exercise objectives should be based on expanding core capabilities
· Scenarios used in exercises should be based on the jurisdiction’s risk & vulnerability assessment and tailored to validating priority capabilities
· Develop required documentation

	Develop and submit After-Action Report and Improvement Plan (AAR/IP)
	· Key personnel conduct evaluation processes and identify findings and recommendations for improvement
· Corrective actions are agreed upon and assigned to responsible parties with due dates for completion
· A final AAR/IP is submitted within 90 days after the completion of the exercise

	Tracking and implementing corrective actions identified in the AAR/IP
	· Corrective actions must be measurable and linked to a capability element (Planning, Organization, Equipment, Training, Exercise)
· Corrective actions must be continually monitored and reviewed as part of a corrective action program; assignments are made to manage actions and resolutions



The HSEEP website, http://hseep.dhs.gov, provides additional detailed information regarding policy and guidance and provides various tools and sample materials to aid in the exercise development process.  The website also provides links and sources of best practices from across the nation.  
State of Kansas:  Exercise Program Guidance

All counties must:

· Make provisions to comply with the SARA Title III requirements, which require each local emergency planning committee (LEPC) to review the comprehensive emergency response plan annually (or more frequently as changed circumstances in the community or as any facility may require) and shall develop methods and schedules for exercising the emergency plan.  SEC. 303 [42 U.S.C. 11003]

· Ensure county plans and response professionals are compliant with National Incident Management System (NIMS) doctrine.

· Ensure that any exercises conducted using any federal grant funding must be NIMS compliant.  

All Emergency Management Performance Grant (EMPG) funded jurisdictions must:

· Plan and conduct exercises in accordance with the guidance set forth in HSEEP Volumes I-III.

· Designate an Exercise Program Manager and show documentation of completing HSEEP training.  (See KDEM website for current schedule.)

· All EMPG-funded personnel must participate in a minimum of (3) exercises each year (TTX, FE, and/or FSE) and provide documentation with the grant reporting submissions (See KDEM website for reporting form.)

· Conduct and participate in a Training and Exercise Planning Workshop (TEPW) each year to develop/maintain a multi-year exercise plan/schedule. (Serves as one of the three required exercises)

· A multi-year exercise schedule must:
· Include, at a minimum, two exercises (Must incorporate an EOC-based exercise within a 3-year cycle)
· Incorporate input from various key stakeholders within the jurisdiction/region. (Must include, at a minimum, four separate discipline areas.) 
· Demonstrate a valid progression of complexity and program improvements. 
· Include all-hazards exercises, based on the likely hazards/scenarios the jurisdiction may encounter; and
· Incorporate improvement actions from previous exercises, where appropriate.

· Submit exercise notification forms prior to the exercise date via the Exercise Notification Board in KS WebEOC.  (If access is unavailable, refer to the KDEM website at http://www.kansastag.gov/kdem. )

· Develop and submit a properly formatted After-Action Report / Improvement Plan (AAR/IP) for exercise(s) conducted within 90 days of completed exercise.  Submit exercise documentation to the KDEM Exercise Officer at kdem.exercises@gmail.com.

· Track and implement corrective actions identified in the AAR / IP and identify an individual (e.g. Exercise Program Manager) to be responsible for tracking improvements in the corrective action program.


Documentation requirements to support exercise conduct include:


	
Discussion-Based Exercises

	
Operations-Based Exercises

	
· Situation Manual (SITMAN)
· Multimedia Presentations
· Sign-In Sheets
· Media Releases (if any)
· After Action Report and Improvement Plan (AAR/IP)
	
· Exercise Plan (EXPLAN)
· Controller and Evaluator (C/E) Handbook
· Sign-In Sheets
· Master Scenario of Events List (MSEL)
· Briefings
· After Action Report and Improvement Plan (AAR/IP)

















 (
Kansas Exercise Program Course Mapping
)




 (
Master 
 Exercise 
 Practitioner
Exercise Design – Operations Based Exercises  Exercise Design – Discussion Based Exercises 
Workshop:  Facilitation Skills
HSEEP Training Course
Independent Study Exercise Courses (IS120.a, IS139, IS130)
Exercise Design 
Conduct and Evaluation 
Focus
Program Focus 
Professional Level Focus
 Independent Study NIMS Courses (
IS-700.a, 
I
S 100
.b
, 
I
S 200
.b)
Exercise Evaluation and Improvement Planning / After Action Reporting
Strategic Planning Workshop
)
Illustration shows available courses.  The yellow typed courses are being developed.














Acronym List

	AAC
	After Action Conference

	AAR
	After Action Report

	C/E
	Controller / Evaluator Handbook

	C&O
	Concepts & Objectives Meeting

	EMPG
	Emergency Management Performance Grant

	EOC
	Emergency Operations Center

	FE
	Functional Exercise

	FPC
	Final Planning Conference

	FSE
	Full Scale Exercise

	HSEEP
	Homeland Security Exercise & Evaluation Program

	IP
	Improvement Plan

	IPC
	Initial Planning Conference

	IS
	Independent Study

	KDEM
	KS Division of Emergency Management

	LEPC
	Local Emergency Planning Committee

	MPC
	Mid-Term Planning Conference

	MSEL
	Master Scenario of Events List

	NIMS
	National Incident Management System

	PPD
	Presidential Policy Directive

	SOP
	Standard Operating Procedure

	TEP
	Training & Exercise Plan

	TEPW
	Training & Exercise Planning Workshop

	TTX
	Tabletop Exercise





19

image3.jpeg
Full-Scale Exercises

Functional Exercises

Seminars





image4.emf

image5.jpeg
Kansas Emergency Management

Exercise Notification Form

1. Name of Exercise:
2. Location: Zip Code:
County/Region:
3. Host Agency/Jurisdiction:
State: KS
4. Start Date of Exercise: | Stop Date: )|
5. Proposed Time of Play (Operational Period) for Exercise:
a. Start Time: Stop Time:
b. Number of operational periods:

6. Primary and Alternate Point(s) of Contact:

Primary:
a. Work Phone: Fax Number:
b. Email:
Secondary:
a. Work Phone: Fax Number:
b. Email:
7. Scenario:
[T Natural Hazard [C] HazMat [T] cBRNE
[7] Biological [C] chemical [ other
[} Foreign Animal Disease ] Hostage O Other
8. Type of Exercise:
9. Participating (Target) Agencies/Departments/Disciplines:
F Emergency Management [7] Fire Service ] Schools/University
[T public Health "1 HazMat [C] CERT Teams
[ Hospitals [ Law Enforcement [7] Veterinarians
[T] Behavioral Health [7] Public Works [7] Military/Civil Support
[ ems [C] communications [7] Volunteers Agencies
[ Specialized Team [0 other [C Other

http://www.kansaswebeoc.com/eoc7/boards/board.aspx?tableid=497& viewid=1350&uvid... 11/5/2012
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10. Target Capabilities to be Tested/Functions to be Tested:

g.
h.
11. Proposed Planning Meeting Date/Time and Location:

Meeting Date Time Location

Concepts & Objectives Meeting:

Initial Planning Meeting: L8

Mid-Term Planning Meeting: 12
Final Planning Meeting: =
After Action Meeting: =

12. Is this exercise being conducted to satisfy a requirement? (i.e. EMPG, HMEP, HSGP, etc): No

13. Is this exercise tied to a specific regional project? No

14. Will this exercise involve other counties? No

15. Will this exercise involve other states? No

16. Any type of assistance needed for this exercise?
[ None [7] Evaluators [T controller [7] simulators (= Props/Equipment
[T Exercise Design Assistance [C] other: Other

17. Do we have your approval to post exercise informatin to a National exercise Calendar? Yes

( Save H Cancel \

http://www .kansaswebeoc.com/eoc7/boards/board.aspx?tableid=497& viewid=1350&uvid... 11/5/2012
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