



DOD 5200.08-R, Change 1 5/27/2009


1. In compliance with Department of Defense’s (DOD) physical security program procedures, the common identity standard for State employees and any long term volunteers of the Adjutant General’s Department is the Common Access Card (CAC.)
2. Individuals must receive a minimum of a favorable National Agency Check (NAC) or Special Agreement Check (SAC) both of which includes a FBI fingerprint check prior to starting work, being processed for a CAC and processed for temporary computer network access. The only exceptions to this requirement are individuals who have a current national clearance recognized by the DOD.
3. CACs must be renewed every three (3) years.

4. The State Human Resource Office will be responsible for this policy for State employees and volunteers. 

1. New CACs: 

A. Once a person has been approved for hire by SHRO or selected as a volunteer, SHRO will contact the individual and make a conditional offer of employment pending the results of a NAC/SAC and fingerprint check.  If applicable, some individuals will also be required to complete a background questionnaire. (See Security/Security Clearances policy.) 
B. The results of a NAC/SAC should be known within 10-20 calendar days.   

1) If the results are favorable the individual’s information will be entered into the federal ‘State Employee Database’ (SED) after they have started working.
2) If the results of a NAC/SAC identify any concerns, it will take longer depending on the length of time needed to adjudicate the respective issues. 
C. SHRO will notify the immediate supervisor or worksite designee when the data has been entered into the SED.
D. After two (2) working days, the supervisor (or employee/volunteer) may check with any DEERS location to see if the CAC is available. (See attachment A. )
E. If a CAC is not available in the DEERS system after 14 calendar days, the supervisor should contact SHRO.
2. CAC Renewals: 
A. CACs may remain active for a maximum of three (3) years, at which time they must be renewed.  
B. Employees on the federal network will be provided an electronic notice 45 days before their CAC expires. It is the responsibility of each employee to email SHRO at least one (1) month prior to their CAC expiration date in order to have their information re-entered into the SED database.  This should allow adequate time for a new CAC to be processed through the system before the old one is inactivated.   
C.  Employees on the state network are responsible for knowing their CAC renewal date and notifying SHRO at least one (1) month prior to their CAC expiration date.

D. NOTE:  If an employee’s background check is expiring, the employee should begin that process 3-6 months prior to the expiration of his/her background check (see Security/Security Clearances policy) to ensure there is a valid background check date in the SED in order to be issued a new CAC.

3. CAC Employment Status Changes (Federal/Military Status to State Status):

A.  If a State employee already has an active CAC for their military duty he/she does not need to obtain another CAC as a State employee. However, when those individuals separate from the military/federal service, their CAC cards will be inactivated.  Therefore, they must obtain a new CAC card as a State employee.

B. It is the responsibility of each of those employees to email SHRO at least one (1) month prior to their CAC inactivation date in order to have their background check information entered into the SED and allow adequate time for a new CAC to be processed through the system before the old one is inactivated.   
4. Contacts:  For assistance see Attachment B.

5. Any exception to this policy and its procedures may be submitted to the SHRO Director.  The merits will be taken into consideration on a case-by-case basis.
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