For Official Use Only

Exercise Plan (ExPlan)


Continuity of Operations (COOP) / Continuity of Government (COG)
**Discussion-based Exercise** 

Specialized venue of the

Vigilant Guard Exercise

State of Kansas
[image: image1.jpg]



June 22, 2009

Maner Conference Center - Capitol Plaza Hotel

SW 17th St & SW Western Ave
Topeka, Kansas
Preface

This exercise was developed as a specialized venue within the 2009 Ardent Sentry/Vigilant Guard (VG) exercise hosted by the State of Iowa.  The concept originated with the evolution of Continuity of Operations (COOP) planning across state agencies over the past few years.  During the summer of 2008, the exercise planning team created exercise objectives that would logically set a benchmark for reviewing and validating individual state agency COOP plans.  
As the planning process unfolded and the related tabletop exercises (TTX) were conducted, it became clear to the exercise planners that the individual state agencies involved were afforded the opportunity to validate their individual plans and that the progression of the VG exercise play needed to be more focused on the interconnectivity of individual agency plans and the transition towards overall Continuity of Government (COG) functions.  This exercise was also designed as one of the initial steps for developing a functional COOP/COG exercise slated for July 2010.
This COOP/COG exercise is an unclassified exercise.  The control of information is based more on public sensitivity regarding the nature of the exercise events than the actual exercise materials.

This Exercise Plan (ExPlan) will be viewed by the exercise participants and is intended to serve as a document that will provide an overview of the exercise and any related expectations.  Any public release of this document is at the discretion of the COOP working group and the exercise planning team.
General Information
Introduction

The threat of a natural disaster or intentional emergency is very real.  Every year the State of Kansas experiences weather related emergencies that result in major property damage and unfortunately, loss of life.  Throughout the United States, law enforcement agencies are alert to the ever increasing use of covert activities aimed at creating chaos and destruction against our citizens.  Additionally, new reports of significant intentional incidents in schools settings and public venues is no longer a rare occurrence and the use of cyber space to create havoc in transportation, banking, government and utility operations occurs almost daily.
As the level of preparedness at the local, state, and federal levels increase, it can no longer be ignored that the likelihood of threats of intentional disasters can become as great as the threat of natural disasters.  The action of appropriately trained first responders, elected officials, and key decision makers, as well as the public, during the response of any incident is instrumental in mitigating further impact on a community and its ability to effectively recover.  It is no longer a matter of “if” but “when” that intentional actions will be present.
Purpose
The purpose of this exercise is to validate the effectiveness of state level continuity of operations plans and to examine how individual state agency plans interface with each other during a response situation.  This exercise is also an integral step in preparing for a functional exercise scheduled for July 2010.
Target Capabilities

The National Planning Scenarios (Appendix A) and the establishment of the National Preparedness Priorities (Appendix B) have steered the focus of homeland security toward a capabilities-based planning approach.  Capabilities-based planning focuses on planning under uncertainty, since the next danger or disaster can never be forecast with complete accuracy.  Therefore, capabilities-based planning takes an all-hazards approach to planning and preparation which builds capabilities that can be applied to a wide variety of incidents.

Capabilities-based planning is used to identify baseline assessments of preparedness efforts by comparing current capabilities against the Target Capabilities List (Appendix C) and other related performance measured materials. This approach helps to identify gaps in current capabilities and focuses efforts on identifying and developing priority capabilities and tasks at all levels.

The capabilities listed below have been selected by the exercise planning team and will provide the foundation for the development of the exercise objectives and scenario.  The outcome of the exercise will be to determine any planning gaps and establish directional priorities for future planning efforts.
· Planning

· Communications
· Intelligence Fusion and Analysis
· Information Sharing and Collaboration

· Emergency Operations Center Management

· Critical Resource Logistics and Distribution

· Citizen Protection:  Evacuation and/or In-Place Protection

· Emergency Public Information and Warning

Exercise Objectives

The exercise planning team selected objectives that would further the dialogue of unique planning considerations in relationship to intentional threats or actions.

1. Examine internal and external communication systems for notifications and sharing information during an elevated emergency and disaster response that would require a COOP plan activation at the agency level.
2. Identify the functional requirements necessary to prevent and respond to catastrophic incidents.
3. Discuss efficient means to identify critical resource priorities and reconstitution expectations during a catastrophic event.
4. Review the authorities and procedures for managing emergency operations.

5. Determine priorities for managing human capital during an incident of extreme consequences.
Exercise Logistics

General

This exercise is designed to establish a learning environment for players to examine current capabilities and gain valuable knowledge on response authorities and how various plans and procedures will interface across agencies during an intentionally driven scenario.  The exercise will be conducted on June 22, 2009, beginning at 9:00 a.m. and will conclude no later than 3:00 p.m., or at a time when it is determined that the exercise objectives have been met.  A working lunch will be provided to those who pre-register.
The exercise will be a discussion-based exercise and will be unique in the fact that various tutorials will be injected at appropriate times during the exercise.  This type of design enhances special learning objectives and an understanding how response and recovery efforts evolve.
Assumptions

Assumptions constitute the implied factual foundation for the exercise and, hence, are assumed to be present before the start of the exercise.  The following general assumptions apply to this exercise:

· The exercise players serve as the COOP planners for their individual state agencies and may not have answers to all of the guiding questions presented during the exercise.  Participants will record items requiring future research and action. 
· It is difficult to separate continuity of operations planning from emergency response planning and actions.  This exercise does not intend to separate the different planning assumptions because the necessary big-picture overlaps.  The exercise does intend to relay critical knowledge of how response efforts unfold and to highlight expectations for information sharing and actions.
· The exercise will be conducted in a no-fault learning environment wherein systems and processes, not individuals, will be evaluated.
· Any gaps identified in this exercise will be incorporated into future exercise initiatives.

Constructs and Constraints
Constructs are exercise devices designed to enhance or improve exercise realism.  Alternatively, constraints are exercise limitations that may detract from exercise realism.  The exercise planning team recognizes and accepts the following as necessary:

· Scenario information will not be as concise and deliberate in an actual occurring event.

· Exercise communication and coordination will be limited to only those agencies participating in the exercise and will minimize the magnitude of the actual challenges associated with certain actions.
· The participating agencies may need to balance exercise play with real-world emergencies.  It is understood that real-world emergencies will take priority.  

· Multiple venues will be occurring during the Vigilant Guard exercise and may conflict with full representation during the COOP/COG exercise.

Exercise Participants

The following are the categories of participants involved in this exercise; note that the term “participant” refers to all categories listed below, not just those playing in the exercise:

· Players.  Players will be those agency personnel who have served an active role in developing the COOP plans for their respective agencies.  (ie. the COOP working group members/planners)  Players will initiate and participate in the discussions related to systems in place during a simulated incident.

· Presenters.  Presenters will be those individuals considered as subject matter experts who will give a brief summary of background information and/or how events will be unfolding from their particular perspective.  They can and will participate in the exercise when questions arise from the player discussions with the intent to clarify any expectations and actions.

· Controllers / Facilitators.  Controllers / Facilitators will set up and operate the exercise site; plan and manage the exercise play; will provide and clarify information related to roles of individuals and agencies not playing in the exercise.

· Evaluators.  Evaluators are chosen to observe and provide a summary on areas within the exercise that are considered sustainable items as well as improvement areas.  
· Support staff.   Exercise support staff includes individuals who are assigned administrative and logistical support tasks before, during and after the exercise.
Exercise Implementation - Exercise Play

Exercise play will begin at 0900 with an overview of the overall Vigilant Guard activities and how those relate to this exercise.  Because this COOP/COG exercise is being played “out of sequence”, scenario information in the beginning will be presented in a manner that may not be consistent with how things will actually unfold in a real-time event.  The flow of the exercise will be somewhat flexible, based on the discussions of the players and the relationship to the information shared by the presenters.  The exercise scenario will be divided into modules designed to create group discussion on current and future capabilities and priorities.
Exercise Rules

The following are general rules that will govern exercise play:

· Participation is required, even if it is only to listen.

· Respect new thoughts, ideas and opinions on the ways things should/could happen.
· Foster solutions to problems not yet resolved.
· Refuse to throw up your hands on how to solve the problem.  Everyone present has valuable expertise in finding common solutions.

· Respect the learning of fellow participants by silencing cell phones, pagers, etc.

Player Guidelines

Player Instructions

· Please pre-register for this exercise on KSTrain
· Pre-registration is required to ensure accurate lunch counts 

· Plan to bring a copy of your agency COOP plan as a reference
· Exercise location….

Maner Conference Center (Behind Capitol Plaza Hotel)

SW 17th St & SW Western Ave, Topeka KS

Room Shawnee A 

Registration open between 8:30 a.m. – 9:00 a.m.

Exercise begins at 9:00 a.m.

· During the exercise, complete participant worksheet as ideas occur.

· At the conclusion of the exercise, please complete participant feedback form and participate in the Hot Wash with the other exercise partners.  All comments and suggestions are welcome.
Evaluation and Post-Exercise Activities

Exercise Documentation

The goal of this COOP/COG exercise is to validate current planning processes and identify any gaps in elevating plan activations to a functional level.  After the exercise, a comprehensive summary will be used to identify strengths and areas from improvement.
Hotwash

Immediately following the completion of the exercise play, exercise controllers will facilitate a Hotwash with exercise participants.  The hotwash is an opportunity for players to voice their opinions on the exercise and their own performance measurements.  Evaluators should take notes during the hotwash and include observations in their analysis.
After Action Report

The after action report is the culmination if information shared during group discussions and input from participant evaluation forms.  The report will be presented to the exercise planning team to determine their recommendations for developing an overall improvement plan.
Appendix A:  National Planning Scenarios
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Appendix B:  National Preparedness Priorities

	Eight (8) National Priorities
(Listed in the National Preparedness Guidance)

Overarching Priorities
1. Implement National Incident Management System (NIMS) and National Response Framework (NRF)
2. Enhanced Regional Collaboration
3. Implement the Interim National Infrastructure Protection Plan
Capability-Specific Priorities
4. Strengthen Information Sharing and Collaboration

5. Strengthen Communications Capabilities

6. Strengthen CBRNE Detection, Response and Decontamination

7. Strengthen Medical Surge and Mass Prophylaxis

8. Strengthen Planning and Citizen Preparedness Capabilities



Appendix C:  Target Capabilities List
	Common
	· Planning

· Interoperable Communications

· Citizen Preparedness and Participation

· Risk Management

	Prevent Mission Area
	· Information Gathering and Recognition of Indicators and Warnings

· Intelligence Analysis and Production

· Intelligence / Information Sharing and Dissemination

· Law Enforcement Investigation and Operations

· CBRNE Detection

	Protect Mission Area
	· Critical Infrastructure Protection (CIP)

· Food and Agriculture Safety and Defense

· Public Health Epidemiological Investigation and Laboratory Testing

	Respond Mission Area
	· Onsite Incident Management

· Emergency Operations Center Management

· Critical Resource Logistics and Distribution

· Volunteer Management and Donations

· Responder Safety and Health

· Public Safety and Security Response

· Animal Health Emergency Support

· Environmental Health and Vector Control

· Explosive Device Response Operations

· Firefighting Operations/Support

· WMD/Hazardous Materials Response and Decontamination

· Citizen Protection: Evacuation and/or In-Place Protection

· Isolation and Quarantine

· Urban Search & Rescue

· Emergency Public Information and Warning

· Triage and Pre-Hospital Treatment

· Medical Surge

· Medical Supplies Management and Distribution

· Mass Prophylaxis

· Mass Care (Sheltering, Feeding, and Related Services

· Fatality Management

	Recover Mission Area
	· Structural Damage and Mitigation Assessment

· Restoration of Lifelines

· Economic & Community Recovery


Chemical Attack – Chlorine Tank Explosion





Chemical Attack – Nerve Agent





Chemical Attack – Toxic Industrial Chemicals





Disease Outbreak – Pandemic Influenza





Biological Attack – Plague





Chemical Attack – Blister Agent





Biological Attack – Aerosol Anthrax





Nuclear Attack – Improvised Nuclear Device





Cyber Attack





Biological Attack – Foreign Animal Disease


(Foot and Mouth Disease)





Radiological Attack – 


Radiological Dispersion Devices





Explosives Attack – Bombing Using


Improvised Explosive Device





Biological Attack – Food Contamination





Natural Disaster – Major Hurricane





Natural Disaster – Major Earthquake
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