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Step 1.  Needs Assessment

This step provides an opportunity to analyze potential hazards within the jurisdiction and identify gaps that need to be addressed.  With a strong focus on capability–based planning, it allows jurisdictions to take a comprehensive view of the overall operational effectiveness of the current system and identify ways to improve it.  This step then establishes the reason(s) or need(s) to do an exercise while defining critical activities needed to improve the overall emergency management program.

So What Might a Needs Assessment Reveal?

· Problems which need to be solved

· Issues/gaps that have surfaced that need to be reviewed or resolved

· Activities that need to be accomplished

· Skills which need to be practiced or improved upon

· The plan needs defining, improvements, or clarification

· The plan needs to be assessed or analyzed for strengths/weaknesses

· A certain type of exercise is mandated

· Any training needs of the response partners

· New facilities, equipment, personnel, or other resources requiring attentions
· Need for role clarification

· Recent emergency responses identified gaps/weaknesses

· Personnel limitations

· Specialized resource needs
The Needs Assessment is the most important step of all when developing an emergency management exercise.  The entire exercise process will build from this assessment.

Sample Needs Assessment Questionnaire

(sample only intended to stimulate some assessment ideas)
A “no” answer to any of these questions could be an area in your Plan that needs to be exercised.

	Yes/No
	

	
	Is the emergency operations plan (EOP) up-to-date?

	
	Have all sections of the EOP been executed in the past year?


(either in an actual occurrence or an exercise)

	
	Are all policies and guidelines for response to an emergency spelled out clearly in the EOP?

           (ie.  Mutual aid agreements, etc.)

	
	Has the Emergency Operations Center been activated in the past year?

	
	Has an exercise been conducted within the past year?

	
	Have improvements been made and documented from past exercises?

	
	Have notification / alternate warning systems been tested in the past year?  
             (either in an actual occurrence or an exercise)

	
	

	
	Are all appropriate personnel (including new staff, leadership, elected officials, etc) familiar with the EOP and the defined authorities?

	
	Are identified personnel familiar with their role in emergency operations? Do employees know where to get current information?

	
	Do current personnel possess the knowledge and skills necessary to respond as indicated in the EOP?

	
	Have critical infrastructure and private sector partners been involved in any exercises?

	
	Have volunteer organizations been actively participating in current programs?

	
	

	
	Have new resources been identified and incorporated into the EOP?

	
	Have all resource constraints or limitations that could create problems in an emergency been addressed?

	
	Are personnel familiar with available resources?

	
	Are personnel capable of managing their resource function in an emergency situation?


	Step 1.  Needs Assessment

	


Step 2.  Scope

This defines the parameters for the exercise.  It helps to identify those areas of highest priority that can be realistically tested and evaluated in an exercise, and assists in determining who should be involved.
Defining the Scope of an exercise includes indentifying:

· Which functions or emergency management activities need practiced, tested, or evaluated

· What agencies will need to be involved

· The “type” of personnel necessary to carry out the exercise play

· The type of exercise that matches the exercise capabilities of the jurisdictions and that will produce the desired degree of realism

· The hazard scenario(s) that will trigger those functions or activities to be tested

· The most logical location for the hazard(s) to occur
	Step 2.  Define the Scope

	Personnel to be Involved                                                        Which Agency

COOP planners and team leads, HR personnel,                      Non-specific
IT personnel, upper level management.


	Functions or Capabilities to be tested:  (be clear and specific)
· Activation of plan 
· Alternate facility capabilities
· Alert and notification procedures
· De-confliction of alternate facility 



	Type of Incident/Emergency which will occur                    Related issues/events
Losing power, telecom and data infrastructure for 

14-20 business days.


	Geographic Area/Location where the incident will occur:

Each agency/department facility.


	Date and Type of Exercise:

Wednesday, August 29, 2012, 8:30 a.m – Noon, RM 115 , Nickell Armory, 2700 S. Topeka, Blvd., Topeka, KS.
Table Top Discussion.



Step 3.  Purpose Statement
The information contained within the statement of purpose is then used to help gain Chief Elected Official (CEO) support and assure participation by other departmental personnel.  It is also a broad-based statement that can be shared during media interviews. 
	Step 3.  Statement of Purpose

	The purpose of this tabletop exercise is to review and discuss your agency’s COOP plans to test COOP activation procedures are current and understood by key personnel.  Agencies will also review the alternate facilities identified in their plans to ensure those facilities are adequate for the length of relocation and the number of personnel relocated.  An additional outcome of the exercise will be the de-confliction of the various alternate facilities selected by the various agencies.



Step 4.  Exercise Objectives
This is a description of the performance expected from exercise participants in order to demonstrate competence.  Objectives must be written in a format that is clear, measurable and observable.

Objectives insure that those working on designing the exercise will have a common understanding of what is to be accomplished.  Without them, we would not know what we wanted to see happen or whether we accomplished it when we were through.  Objectives are the basis for exercise design, conduct, evaluation, and follow-up (improvement planning).
Here are (3) characteristics that, when considered in the creation of objectives, will clarify the intent of those objectives.  These characteristics answer three questions:

1) What should be done;


2) under What conditions is it to be done; and


3) How well it must be done
These three characteristics are:

Performance:
The objective always says what is to be done; the objective sometimes describes the product or the result of doing something.

Conditions:
An objective always describes the important conditions under which the performance is to occur

Criterion:
An objective describes the criterion of acceptable performance by describing hwo well or what the participant must perform in order to be considered acceptable.


	
	SMART Objectives

	Simple
	A good objective is simply phrased.  It is brief and easy to understand.

	Measurable
	A good objective sets the level of performance so the results are observable and everyone can agree on whether or not the objectives are achieved.

	Achievable
	A good objective should not be too difficult or impossible to achieve.

	Realistic
	A good objective should present a realistic expectation for the exercise.

	Task Oriented
	A good objective should focus on behavior or procedure.


	Exercise Objectives

	Evaluate individual agency COOP activation procedures in response to an incident.



	Assess the footprint and resources necessary for individual agencies to activate an alternate facility in response to an incident.


	De-conflict alternate facility use plans (multiple agencies, same location).



Step 5.  Narrative

This is a brief description “or story” of events that have occurred up to the minute the exercise begins.  It is to capture attention and motivate exercise participants to proceed to make decisions or take action based on events that have occurred.

The exercise narrative should include:

· Type of event: Long term power outage of primary office building

· Time of occurrence: 0500 August 29th

· Location/where the event occurred: Your primary facility

· Where the event is going: You must activate you COOP and relocate to alternate building. You must continue to provide essential services.

· What has already happened: Your supervisor has activated your COOP
· What may happen: Normal operations may happen under adverse conditions.
· Weather conditions: Hot Kansas weather, possibly scattered showers in the evening. 
A Narrative Checklist:  (to aid in the development of…)

· What events happened? Fire in main electrical power panel caused power outage and infrastructure damage to your building.

· How did you find out?  Employees/peers call and report it to the boss. News media is reporting the outage to your building.  Agencies with 24x7 staff would use call trees to notify their staff.

· Was there advance warning?  No

· What time?  Morning

· What happens in sequence? TBD. Attached order of events.

· Does the event move geographically?  No, it is isolated to your building. 

· Where? Your building. 

· How fast, strong, deep, dangerous?  The power is out without immediate hope of restoration. This impacts power, lighting, phones, email, data on server, and HVAC in building. There is no danger to personnel except excessive heat. 

· What damage is already reported?  Main power panel to your building has heavy damage, Generator has heavy damage. Both are out of service for at least 5 – 7 business days. 

· What are the weather conditions, now and in the future?  Hot and dry.  Unseasonably warm for August. Possibility for late evening scattered showers. No severe weather is predicted during this event. 
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Outline the key points in your narrative using the following worksheet, then compose the script for the initial narrative in your exercise.

	Narrative Outline

	Event

Approximately two hours before the opening of normal business hours, your agency lost electrical power and telecom infrastructure. The cause of the power and infrastructure loss is not known at this time. 

Prior to this incident, the generator that your agency/department usually depends on is out of commission because animals have chewed through the wires. The damaged to the generator is significant and the repair parts are on order, but it will not be repaired for at least 14-21 business days.    


	How fast, strong, deep and/or dangerous

No HVAC, no data, phones or building lighting.  The building access management system was disabled. The failsafe for the access management system is to fail open and employees are able to access the main building without Access cards or electronic keys. The interior is lit by emergency lighting, but that only last for 24 hours and will be depleted soon.   



	How you found out

You arrived at work and found several employees were standing around in front of the building. The employees told you that they went inside and there was no lights, HVAC, or power. They did not know the cause of the power and telecom outage.  



	Response(s) made so far

Facilities management was notified at 0700 when they reported for work that there was a problem and three (3) facilities employees are trying to diagnosing the problem.  



	Damage reported
Electrical power is out, data in local servers/computer is unavailable, and phones are unusable. The damage is unknown.  The generator continues to be out of commission.



	Sequence of events

· Employees discovered the power outage and reported it to facilities management. 
· Between 0700 and 0800 over 75% employees that work in the building reported to work, but it was deemed unsafe to let them inside until the cause of the power outage was determined. The employees are mostly congregating in front of the building and waiting for direction and guidance. 
· The primary parking facility is unavailable and traffic is backed up around the building. 

·  Media outlets (television, newspaper, and radio) have noticed the commotion and are asking for employees to comment on the situation. 

· A minimal amount of local law enforcement is on scene attempting to provide direction.
· Situation awareness is needed. 

· Your agency representative has decided to activate your COOP plan and shift operations to the alternate locations outlined in the COOP.

· Personnel must be notified of this COOP activation to determining resource needs; this must be done with varying forms of communication / notifications using alternate methods (primary email server is without power).  



	Current times

0800-0900 exercise start time



	Advance warning, if any
There was no advanced warning of the outage. Your agency/department was previously aware that the generator was out of commission.



	Location

Your agency’s primary building



	Relevant weather conditions

Hot, no rain expected.  High’s expected to be 103 F to 108 F.

NWS forecast:

AFTERNOON HEAT INDEX VALUES ARE EXPECTED TO RANGE FROM 101 TO 106 DEGREES TODAY. A HEAT ADVISORY IS IN EFFECT FOR THIS AFTERNOON AND TONIGHT.

THERE IS A SMALL CHANCE OF THUNDERSTORMS TODAY MAINLY NORTH OF INTERSTATE 70. DAMAGING WIND GUSTS WILL BE THE MAIN HAZARD.

THE RANGELAND FIRE DANGER INDEX WILL BE IN THE VERY HIGH CATEGORY ACROSS PARTS OF NORTH CENTRAL KANSAS TODAY.

DAYS TWO THROUGH SEVEN-THURSDAY THROUGH TUESDAY.

AFTERNOON HEAT INDEX VALUES ARE EXPECTED TO RANGE FROM 101 TO 107 DEGREES THROUGH SATURDAY. A HEAT ADVISORY IS IN EFFECT FOR THE ENTIRE AREA THROUGH SATURDAY EVENING.

ISOLATED THUNDERSTORMS ARE POSSIBLE THURSDAY MAINLY SOUTHEAST OF THE KANSAS TURNPIKE.



	Other factors that would influence emergency procedures

School is in session. 



	Predictions

There will be no power, HVAC, phones or primary data for at least 14-21 business days. The agency will need to continue to provide mission essential functions from alternate location(s).


Step 6.  Major / Minor Events

Major events - 
These are big problems resulting from the disaster situation.  These should be likely events which will call for realistic action.  The best way to arrive at such a Major Events List is to decide what events might generate situations that would test the objectives.

Minor events – 
Oftentimes called detailed events, these are those situations that may cause other events to happen.  A list of minor events would include a number of specific problem situations to which emergency personnel would have to respond.  This list makes it easier to write messages that will create the flow for the exercise.

Note…

In actual practice, exercise designers first think of an action they want someone to perform then list a problem connected with a major event that would motivate that action.  Others work backwards by making a list of specific problems that are likely to occur in connection with each major event and think of the actions that would be expected as a result.  Still others outline the detailed events and expected actions at the same time.

[Initial] Master Scenario of Events List
(with Minor Events)

	Time
	Major Event Summary
	Minor Event Summary
	Time

	0600

	Squirrel infestation in power distribution box shorts out panel and all power to building is out.

	
	

	0601

	Generator fails to engage. 
	
	

	0621

	UPS (Backup computer power) is depleted.  No power is available from any source.

	
	

	0645

	Initial staff arriving at work discover no power to the building, HVAC is out, lights are out, computer and data center is out.

	
	

	0730

	Other employees begin arriving to work.
	
	

	
	
	Reporter and camera technician from media outlet come over to interview employees about what’s going on. 
	0745

	
	
	Traffic in front of building begins to back up. 
	0750

	0800

	The majority of employees have reported to work including COOP team leader.
	
	

	
	
	There is a lack of direction to employees and confusion level is high
	0801

	
	Q1  What are your priority decisions/actions at this time?
	
	

	
	Q2 What are your communication priorities at this time?
	
	

	
	Q3  What are your COOP and or alternate facility activation procedures?  Where are they located?  How will you access them?
	
	

	
	How are you communicating to your stakeholders? What are you telling them?
	
	


Step 7.  Messages

Messages are used to provide on-going information about the event to exercise participants which motivates actions and decisions based on the plan.

Exercise Messages can be provided to the participants in a variety of ways:

· Hard-line telephone

· Cellular phone

· Portable radio

· Hand delivered

· Fax machine

· Video

· Dispatch

· Bulletins

Components of a message
	Source of the message

    (WHO)
	This should raise questions of who sent the message and how credible is the source.  Did sender actually see event or is it hearsay?  Raises questions for the need to verify information.

	Method of Transmission

    (SENDS)
	How is the message getting to the recipient?  Matching how it is sent to everyday reality, keeps the exercise realistic.

	Content of Message

    (WHAT)
	Is it complete?  Does it provide all the necessary information to make the decision or take action?

	Recipient/Referral

    (TO WHOM)
	If first recipient is not the decision maker or action taker, what path of action does the message have to take?  How many interpretations of the message will there be before a decision or action is made?


Step 8.  Expected Actions

Expected actions are those things that exercise designers want to see or hear in order to evaluate whether plans, policies and/or procedures are effective and meet the true capabilities of the jurisdiction.

In practice, there are various ways to think about expected actions, as they relate to major and minor events:
1. Exercise designers first think of an action they want someone to perform then list a problem connected with a major/minor event that would motivate that action.

2. Others work backwards by making a list of specific problems that are likely to occur in connection with each major/minor event and think of the actions that would be expected as a result.

3. Still others outline the detailed events and expected actions at the same time.
Expected Actions
1. Who comprises your COOP Relocation Team (CRT) membership?
2. What are the duties and responsibilities of the COOP relocation team and support team?

a. Discuss and identify your teams, and team members.

3. Have teams recognize that they need to activate their COOP

a.  Discuss specific procedures they need to take for activation.
4. Identify their alternate facility(s).

a. Identify if you will relocate your entire CRT to the alternate facility. 

b. If you are not relocating all of your personnel, how will you utilize non activated individuals to support your mission essential functions.

i. Identify alert and notification procedures listed in your COOP?

c. Designate who will coordinate the initiation of your alternate facility operations. 

d. Identify your alternate facilities manager/coordinator. Have them ensure that your alternate facility is available before people start showing up at it. 
5. Plan to de-conflict your alternate facility against other agencies.

6. Identify how the public will be notified about your agency status.

a. Individuals

b. Political

c. Vendors

d. Families

e. Etc….

7. Identify the pay status of your employees (working or at home)
8. Check that you have made provisions for IT services at your alternate facilities.
a. Discuss this. 

9. Maintain operations at alternate facility for duration
a. Scheduling must be accomplished

10. Plan recovery, reconstitution and relocation to primary facility

a. Continue MEF at alt facility for >30 days

b. Begin return to original primary facility 

c. Begin to establish new primary facility for full time operations

Note: to include with the documents: Job Aids:

· Alternate facility checklist

· Mission essential function guidance

· Drive away kits

· Telecom check list

· COOP courses 
· Essentials of COOP
· HSEEP checklist

· Attatchment 1
Setting the Stage
Wednesday August 29, 2012 at 5:00 AM

Problem setup 

Scenario:
You arrive at work at 0700 on Wednesday to find approximately 100 of your co-workers standing in front of the building that you work in. It takes you around 30 min to find a parking space because the parking garage gates are not working. The people in front of the building tell you that the building is without power and that the facilities managers are working on restoring power. You remember that earlier in the week and email was sent out telling you that the generator your building relies on for backup power was damaged by animals chewing on the wires and will not be repaired for another 14-21 business days from now. All employees are being kept out of the building because it is not deemed safe for entry without power, lights, or HVAC.

Module 1
Wednesday August 29, 2012 at 9:00 AM
The Power is out  

Scenario:
At 0900 the facilities manager calls all employees at the front door together and announces that animals have gotten into the building main power distribution box and shorted out the system. The main power into the building has been destroyed and parts will have to be special ordered from Germany. Even if the generator worked, it would have to flow through the main board which is broken. The power will not be restored for 5-7 days. The power outage means you have only temporary access to the building, no power, no phones, no email, and no data from main server which was in the building. 

Your agency/department will need to continue providing essential services by relocating to your alternate facility(s). Your boss has told you to keep operations running and instructed you to activate your COOP.
Module 2
Thursday August 30 at 08:00 AM

The Show must Go On  

Scenario:
Your boss has told you to keep things running, even if it means you have to do it with a skeleton crew and/or some of your personnel work from home. You have relocated the required people in your staff to your alternate facility and are tasked with getting your business back up and running. You need to provide you mission essential functions that you have identified in your COOP. Your customers need to be notified about the status of the services you provide to them and when they can expect to have access to those services again.  
Module 3
Monday 04 September, 2012 at 11:00AM
Manic Monday

Scenario:
You are providing your Mission Essential functions to your customers at a very minimal level. Your resources are stretched, service is being provided but customers are unhappy with the change of pace.  Your task is to continue providing your operations. Not all of your employees can fit in your alternate facility and the ones that are told to stay home are asking about being paid. 

You have identified that the State’s bandwidth capability is consistently being exceeded and that those working from home have been having great difficulty in accessing their needed systems.  Additionally, it appears that your supplies are running low as no deliveries have been made for the past week. The public has started contacting you asking when things will be back to normal.

Successful Completion
Wednesday September 5, 2012 at 2:00PM

This End 

Scenario:
The power to your building has been restored. There was no loss of data and you have 500 emails waiting in you inbox. Your COOP activation was a success, but you realize that your plan was missing a few important details.  You resolve to fix these areas and to keep your COOP as up to date as possible by frequently checking in at COOPkansas.com.  

Thank you for participating in this TTX.  Please take the time to completely fill out the Evaluation and Participant Feedback Form. Should you have any questions please contact:

1

