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Preface
Kansas Department of Agriculture
The Kansas Department of Agriculture Multiyear Training and Exercise Plan (TEP) is the roadmap to accomplish the priorities described in the State Continuity of Operations Planning (COOP) Working Group Training and Exercise Strategy. The Kansas Department of Agriculture has pursued a coordinated COOP strategy that combines enhanced planning, innovative training, and realistic exercises to strengthen KDA’s emergency prevention and response capabilities. Training and exercises play a crucial role in this strategy, providing KDA with a means of attaining, practicing, validating, and improving new capabilities.

State level training and exercise programs are administered by the Kansas Division of Emergency Management (KDEM), in coordination with the Kansas COOP Sub-Committee of the Governor’s Commission on Emergency Planning and Response (CEPR). The training and exercise agenda described in this plan is a guide for the Kansas Department of Agriculture. The plan helps prepare Kansas state agencies to optimally address both the natural and technical hazards that it faces.

This plan will continue to evolve as actual events, personnel changes, and lessons learned from exercises are incorporated into future training and exercise activities.  This current version is a draft that will be shared with agency leadership, directors, and program managers as a starting point for developing a more aggressive calendar in 2012 and 2013.  A recent Governor’s Executive Reorganization Order may result in the addition of two new divisions to the department, which will require a coordinated effort in getting plans up to date and starting the training and exercise process with the new personnel.

The Department is also considering the implementation of an all hazard Incident Management Team which could be stood up to manage a COOP event.  Moving in this direction would require some significant changes to our current COOP plan, but would also result in a consistent methodology for responding to the various events that we plan for.  Since we would already be doing a lot of training and exercises for the team, we would roll those activities into this plan.  

Points of Contact (POCs)
Kansas Department of Agriculture
Kansas Department of Agriculture COOP team leader:

Name: Sandy Johnson
 
Office: Office of the Secretary
Title: Homeland Security 
Address: 109 SW 9th Street, 4th Floor
Phone: 785-296-8281 
Kansas Department of Agriculture Asst COOP Team Leader (POC):

Name: Eve Tracy
Office: Information Resources Technology
Title: Webmaster
Address: 109 SW 9th Street, 4th Floor 
Phone: 785-368-6261 
Kansas Department of Agriculture Reconstitution Leader:

Name: Steve Stankiewicz

Office: Fiscal
Title: Operations 
Address: 109 SW 9th Street, 3rd Floor
Phone: 785-296-0026
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Purpose
Kansas Department of Agriculture
The purpose of the Multiyear Training and Exercise Plan (TEP) is to provide a roadmap for the Kansas Department of Agriculture to follow in planning for training and exercise activities, and will help enable the agency to fulfill its mission essential functions in the event of a COOP plan activation.
Included in this Multiyear TEP is the training and exercise schedule, which provides graphic illustration of the proposed activities scheduled for the years 2011-2014. It is representative of the natural progression of training and exercises that should take place in accordance with the building-block approach.  
The Multiyear TEP for the Kansas Department of Agriculture will adhere to the Homeland Security Exercise and Evaluation Program (HSEEP) methodology.  These exercises provide an opportunity to update and improve the agency’s COOP plan through the completion of the After Action Report (AAR) and tracked Improvement Plans (IP).
The Multiyear TEP is based on the COOP capabilities prioritized by the Kansas COOP Sub-Committee.  They are to:

· Perform Mission Essential Functions (MEF’s) without computer infrastructure.

· Notify both internal staff and external stakeholders.

· Communicate with critical personnel.

· Activate and deactivate COOP teams.

· Conduct situation assessments—agency administration only, agency wide and outside agency.

· Assess employee personal and family preparedness.
· Activate alternate facility.
Program Priorities
Kansas Department of Agriculture
I. Ensure agency personnel are able to communicate via email, phone, and VPN.
Due to the unique nature of the Kansas Department of Agriculture, it is critical that we are able to communicate with our staff and stakeholders at all times.  Since more than half of our employees work from home offices, it is especially important that we have connectivity.
· Corresponding COOP Capability (ies): Notify both internal staff and external stakeholders, communicate with critical personnel, and Perform Mission Essential Functions (MEF’s) without computer infrastructure.
· Reference: This capability has failed on several previous occasions.  The agency information technology staff are working to build redundancies and we have recently added COOP email addresses and blackberry pin numbers to our critical personnel contact lists.
· Training or exercise activities that Support this MEF and Associated Capabilities

· Phone tree drills will be conducted twice a year (March and October) in 2011 and annually after that (July).
· After Action Reports and Improvement plans will be developed for all actual events, to include power outages and loss of connectivity.

· This MEF is critical to ensure the agency’s ability to continue all essential functions.  It will be examined and tested in all exercise and training activities.
II. Ensure uninterrupted command, control, and leadership of the Department

It is essential that agency succession and delegations of authority are fully described, communicated, and legally acceptable in the event of a COOP activation.  

· Corresponding COOP Capability (ies): Notify both internal staff and external stakeholders and communicate with critical personnel, and activate and deactivate COOP teams.
· Reference:  The department has a new leadership team that is not familiar with the COOP plan.  It is likely that reorganization within the agency will occur in 2011 and some lines of succession, delegations and current team members may change.
· Training or exercise activities that Support this MEF and Associated Capabilities: The KDA Homeland Security Specialist will provide a KDA COOP plan overview presentation to the new agency leadership and other new senior staff members once the legislative session has concluded (May 2011).  Over the summer (2011), KDA will participate in the Statewide COOP exercise activities that are also designed to orient all agency leaders on the statewide COOP Planning efforts. In future years, the KDA Homeland Security Specialist will provide a COOP plan update and review at agency retreats, traditionally held in May.  With the possibility of adding new divisions to the department (Animal Health and Conservation), the Homeland Security Specialist will provide an overview of our current COOP to them in July and work with them to fold their plans into the existing KDA plan.
III.  Inspect dams and levees during flooding events

The Division of Water Resources (DWR) has several essential functions that are generally contingency based.  Essential to preserving life and property is the inspection of dams and levees during flooding events.  Should a flooding event correspond or generate a COOP event, it would be critical that our personnel are able to provide this essential service. 
· Corresponding COOP Capability (ies): Notify both internal staff and external stakeholders, communicate with critical personnel, perform MEF without computer interface. 
· Reference:  The COOP plan is relatively new and while our inspectors are fully able to conduct the necessary inspections, we have never tried it in a COOP environment.
· Training or exercise activities that Support this MEF and Associated Capabilities:  The personnel that conduct inspections are professionals who are fully capable of conducting inspections.  Adding the COOP complexity has never been tested and this year we will work with DWR to play the office game and determine what types of SOP’s might be needed to ensure continuity of this function.  We will also ensure that a staff person from the Structures program participates in the state level COOP exercises from this point forward.  
IV.  Coordinate ESF 11 activities during State Emergency Operations Center activations

The Kansas Department of Agriculture is the Primary Coordinating agency for Emergency Support Function (ESF) 11 in the Kansas Response Plan. For some disasters and incidents, it is essential that an ESF 11 representative is available to work in the State Emergency Operations Center.  Currently, there is no depth in the staffing of this position.  In 2011 several personnel will be identified and trained to work in the SEOC and be available if the primary person (Homeland Security Specialist) is unavailable.  
· Corresponding COOP Capability (ies): Notify both internal staff and external stakeholders, communicate with critical personnel, and conduct situation assessments—agency administration only, agency wide and outside agency
· Reference: Once new staff are trained to work the ESF 11 desk, they will need practice.  
· Training or exercise activities that Support this MEF and Associated Capabilities:  Once back up personnel are identified, they will participate in all scheduled State level exercises.  See calendar for the list of currently scheduled events.
IV.  Ensure employees are resilient to disasters and emergencies that may affect them in their homes and/or workplace

The Department has implemented the KDA Employee Resiliency Program which consists of a family preparedness awareness training, 2 hours of employer provided time to complete their family preparedness plans, build kits, and practice their plans with their families, and occasional reminders to update plans and kits to the employees who have voluntarily participated. 
· Corresponding COOP Capability (ies):  Assess employee personal and family preparedness.
· Reference:  KDA has implemented an Employee Resiliency Program that employees may choose to take advantage of.  
· Training or exercise activities that Support this MEF and Associated Capabilities:  The Homeland Security Specialist provides training opportunities throughout the year.  These are scheduled based on staff meetings and requests from employees.  Preparedness emails are sent throughout the year to ensure employees are updated their plans and kits.  In future years, exercise objectives and real events will include family preparedness objectives to determine how effective the training has been.  The dates and times of these trainings are loaded into our COOP Kansas Plan Maintenance section and a spreadsheet is maintained to track employee participation and survey results.  

Methodology and Event Tracking
Kansas Department of Agriculture
To strengthen the level of preparedness in any organization, the planning process is only one component of the cycle.  It also takes an organized infusion of ongoing training, exercises and a systematic evaluation component that validates the system’s strengths, as well as its weaknesses. 

To be efficient, the training piece is selected in a way that allows an identified target audience to gradually build upon knowledge and skills to effectively implement certain actions or decisions.  Intertwined into these trainings are opportunities to apply the learning during practical exercises.  These exercises should be developed to progressively challenge participants through simulated events that will demonstrate necessary capabilities, as well as areas in need of improvement.  

As a result of the exercises, there is a process established to document observations and recommendations so that valid improvements can be tracked.  With any evaluation system, there also needs to be an emphasis to capture strengths so as to sustain effective programming.

The methodology chosen to support this Multiyear Training and Exercise Plan is as follows:

The Kansas Department of Agriculture is a very dynamic agency.  With 17 programs and staff located in almost every Kansas County, it is essential that we are prepared for COOP events that could affect the headquarters, laboratory, field offices, or multiple employees (pandemic).  

Since most of our employees do not work from the headquarters location, we will be conducting some training and exercise activities over the web.  We will also be using staff meetings to conduct some exercise and training activities.  No planning, training, or exercise activities will be conducted during the legislative session unless absolutely necessary.  Too often, key people are pulled away from these activities to testify. 
The KDA will participate in all Statewide COOP exercises conducted annually.  Our training and exercise plan has been designed to complement the state strategy.

For 2011, we will continue to offer the Employee Resiliency Training to interested staff.  An outline of the program is provided as Attachment 1.  This program involves email reminders to participants regarding preparedness activities.  Participation is tracked and employees are encouraged to maintain and update their plans once they have been developed.  Since we have a new leadership team, we will focus on familiarizing them with our programs and the COOP plan.  Program managers will continue to refine their SOP’s regarding their Mission Essential Functions and we will play “COOP: the Office Game” with half of the programs on an annual basis.  (In 2011 we will play with the Food Safety Program, Division of Water Resources, and the Plant Protection Program).  See attachment 2 for a description of the game.  
In 2012 KDA will be an active participant in the National Level Exercise (NLE) “Amber Waves” which will involve and intentional detonation of a radioactive dispersal device in the Kansas City area.  We are in the early stages of planning, but as we identify objectives, we intend to use this major exercise as an opportunity for testing our COOP plan.

Besides the annual training, drills, and state level exercises, we have not planned for 2013 to date.  Since there may be two new divisions added to the agency in July, we are going to meet with them to determine a more concrete strategy for 2012 and 2013.  As mentioned previously, if we implement the KDA Incident Management Team concept, this will result in additional planning, training, and exercise activities that we will ensure contain COOP components.
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Attachment 1- Employee Resiliency Program Overview

The Kansas Department of Agriculture is starting a new program to support the department’s Continuity of Operations Plan.  Our department provides many services to many Kansans, and our employees are our most valuable resource.  To ensure that the department is able to carry out its essential functions, we are launching a voluntary Employee Resiliency Program.   There are four parts to the program:  disaster preparedness training, completing a plan, practicing the plan and updating the plan.

Training

The department’s Homeland Security Specialist will schedule a one-hour disaster preparedness training at several locations throughout the year.  Dates and times for these training opportunities will be sent quarterly to all staff.  Employees who want to complete the training should talk to their supervisor and reply to the email if they plan to attend.  Training will cover the basic tenets of emergency preparedness for individuals and families.  Additional resources will be provided to help employees put together their own disaster preparedness plans.

Completing a Plan

Employees who attend the training will receive a blank family preparedness plan. Employees are encouraged to complete the plan and supervisors are encouraged to allow employees time to complete some portions of the plan while they are at work.  Preparing an entire plan for a family of four is estimated to take about an hour and a half.  Employees who participate in the program may bring essential documents to work to scan them so they can be stored electronically in case paper copies are lost in a disaster.

Practicing the Plan

Once a plan is complete, all household members should practice following it.  It is important that everyone involved in the plan, including out-of-town contacts, understands what their role will be should a disaster strike.

Updating the Plan

Some parts of the plan should be filled out in pencil to make updates easier.  Employees who choose to prepare a plan will receive an email reminder several times a year reminding them to review and update their plans.  Employees will be encouraged to look for and correct outdated information.

All participating employees will be asked to complete a questionnaire before and after the training and plan preparation to determine the success of the program.  The program will be changed and/or updated based on employee feedback.  

The goal is to have all employees complete the program.  Kansas is susceptible to many types of weather emergencies, and many employees have been victims of previous disasters.   The Employee Resiliency Program will give all employees an opportunity to prepare for disasters, because it is the smart, responsible thing to do.

Attachment 2 – “COOP: The Office Game”

In order to enable managers and staff to visualize scenarios, resources, and communications availability, the KDA built a game that is used to walk through COOP events and quiz managers on the adequacy of their plans.  The game consists of two maps.  One is an aerial photograph of downtown Topeka and the other is a Kansas map with the counties and cities identified.  Game pieces are used to indicate availability of services such as power, phone, wireless, etc.  Other game pieces symbolize staff members available to the program and inspected facilities.  Wooden chips are used to symbolize various events that may cause a COOP event such as floods, tornadoes, and snow storms.

These photos show the aerial view of Topeka downtown maps.  The orange blocks placed around the capital indicate road closures.  The map highlights various state office buildings (colored dots) that we may utilize as alternate facilities.
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The statewide map is a simple map of the state that is most commonly used with programs that have field staff.  Icons for staff can be placed in their home counties and staff can be moved, cut off, lose power, connectivity, etc.  Icons for inspected facilities can also be used.
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