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	Time
	Event

	8:30 –  9:00
	Registration 

	9:00 – 9:15


	Welcome

Self Introductions

Agency Roles and Responsibilities

	9:15 – 9:30
	TTX Overview

	9:30– 10:30
	Module One: A Significant Weather Event

	9:30 – 9:35
	Scenario Presentation

	9:35 – 9:40
	Question and Issues

	9:40 – 10:00
	Group Meetings

	10:00 – 10:20
	Group Presentations

	10:20 – 10:30
	Hot Wash Discussion

	10:30 – 11:30
	Module Two: The Morning After

	10:30 – 10:35
	Scenario Presentation

	10:35 – 10:40
	Question and Issues

	10:40 – 11:00
	Group Meetings

	11:00 – 11:20
	Group Presentations

	11:20 – 11:30
	Hot Wash Discussion

	11:30 -11:45
	Break

	11:45 – 12:45
	Module Three: The Next Week

	11:45 – 11:50
	Scenario Presentation

	11:50 – 11:55
	Question and Issues

	11:55 – 12:15
	Group Meetings

	12:15 – 12:35
	Group Presentations

	12:35 – 12:45
	Hot Wash Discussion

	12:45 – 1:00
	Successful Completion

	12:45 – 12:50
	Final Questions

	12:50 – 12:55
	Final Remarks

	12:55 – 1:00
	Participant Evaluation
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The purpose of this exercise is to test Continuity of Operations Plans (COOPs) and the capability to maintain sufficient operational levels during a realistic disaster event. The results from this exercise will be used to further refine the current drafts of the COOP plans.
This tabletop exercise will last for approximately four hours and will include a wide range of participating departments. Bold Planning Solutions will then prepare an After Action Report (AAR) that collates the results of the exercise.  This AAR will subsequently be presented to the COOP planning team for review.
As a participant you are requested to use your expert knowledge regarding your agency’s plans, procedures and protocols in determining your response to the presented scenarios.  You are requested to listen to and support the discussions of your fellow participants. Finally, you are requested to build bridges with your fellow participants so in the event of a real COOP event you are ready to work with your colleagues, not a group of strangers.
Exercise Basics

· The Exercise will be managed and facilitated by Bold Planning Solutions.

· The exercise will introduce disaster scenario information that will be presented to the exercise participants.
· There will be two distinct exercise modules that will build on each another.
· The exercise will be based on realistic event data.
· The exercise will focus on Continuity of Operations.  Other emergency issues may be involved, but COOP is the primary factor to be considered.

Exercise Ground Rules

· This TTX will be conducted in a stress free, informal environment. 

· Use your expert knowledge to poke holes in the process and suggest solutions

· Participate openly in all discussions

· Respect the thoughts, ideas and opinions of your fellow participants (disagreements are okay, they may point out a weak area of a plan and help foster mutual solutions)

· Keep your thoughts and comments to the point in consideration of time constraints 

Exercise Goals

· Knowledge of Roles and Responsibilities

· Ability to Openly Interface with Other Agencies

· Understand General Flow of Possible Incident

· Improvement of All Plans

Module Details

The tabletop exercise will consist of three primary exercise modules. The primary modules will be divided into the following sections:

· Module Scenario Presentation – During this time, Bold Planning Solutions will provide details and information about the disaster to the exercise team.  Estimated time – 5 minutes.

· Module Questions and Individual Worksheets – After presenting the disaster scenario, Bold Planning Solutions will outline a number of topics and questions that should be considered by each individual. Estimated time - 5 minutes.

· Group Breakout Meetings – Each Group will meet separately to discuss the scenario and the suggested topics and questions. Important issues not suggested by Bold Planning Solutions should also be considered at this time. Each Group will prepare an Incident Action Plan listing of priority action items and priority questions/issues.  Estimated time - 20 minutes.

· Group Presentations – Each Group will designate a speaker who will present their Incident Action Plan to the overall exercise team.  Estimated time - 20 minutes.

Hot Wash Discussion – After the Group presentations, an open discussion will be facilitated for all participants.  This discussion will focus on coordination issues and overall policy items. Estimated time - 10 minutes.
This is a COOP exercise and not a test of emergency response capabilities. Though emergency operations obviously are involved, the focus needs to be on continuing essential operations.  
[image: image6]The following COOP “at a glance” is designed as a reminder of the primary sections of a COOP.  These are the items that must be considered during this exercise.

Identify essential division functions and programs

· Essential functions provide vital services, exercise civil authority, maintain the safety and well-being of general populace, and sustain an industrial and economic base.

· Identify personnel and vital systems and equipment necessary to perform essential functions.

Establish delegation of authority

· Identify which authorities should be delegated, limits upon exercising authority, who (by title) will have authority, under what circumstances will they have authority.

Establish lines of succession

· Succession should be provided to a minimum depth of three at any point where policy and directional functions are carried out.

Identify alternate facilities

· An in-town facility for circumstances where the primary facility is inaccessible.

· A facility out-of-town for circumstances where primary facility is inaccessible and there is a threat to the entire region.

· Memorandum of Understanding/Agreement with alternate facility.

· Identify a liaison at the alternate facility.

Identify requirements for an alternate facility

· Must provide sufficient space (indoor office space, outdoor parking space) and equipment to accommodate relocating essential personnel.

· Must be operational within 3-12 hours of COOP Plan activation.

· Must be able to sustain operations for up to 30 days.

· Must provide reliable logistical support, services, and infrastructure systems.

· Identify pre-positioned assets and resources at alternate facility.

Identify communications and technology requirements for alternate facility

· Availability of voice, fax, cellular, internet, email, data systems, etc.
· Internal and External communications ability.
· Provisions for access to unique or critical information systems from alternate facility.
· Telecommunications and information system technology support at alternate facility.
Identify vital records, systems and databases critical to the performance of division functions

· Provide for protection, duplication, and movement of records.
· Maintain accuracy and currency of records.
· Identify pre-positioned assets and resources at alternate facility.
Personnel Coordination

· Identify essential division functions and programs to remain active during COOP activation.

· Identify normal duty hours and COOP activation duty hours for staff.

· Identify key staff positions and develop staffing requirements to carry out essential functions.

· Identify procedures for requesting additional staff to augment initial COOP activation staff.

· Identify procedures to contact non-essential staff during COOP activation.

Develop Drive-Away kits

· Pre-packaged supplies, equipment, and other logistical support, which will ensure performance of essential functions (may be a supply trailer).

Travel, lodging, and dining issues

· Establish administrative procedures to allow for travel and transportation to the alternate facility, if alternate facility is beyond reasonable commuting distance from residence.

Identify security measures for normal and emergency operations

· Technological security measures (computer information/data systems, communications systems) and site security measures (site perimeter, access controls, protective lighting, etc.) for the primary and alternate facility.
Develop site-support procedures
· Identifies the initial requirements for receiving, supporting, and relocating essential staff.

· Developed with representative of alternate facility.

Establish alert and notification procedures

· Identify warning conditions, parameters of alerts and notification in all scenarios to include duty and non-duty hours.

· Identify specific actions to alert and notify key staff and non-essential personnel that COOP activation is imminent (call down lists).

· Identify specific actions to terminate primary operations and activate key staff, communications links, and the alternate facility.

· Identify activation procedures during duty hours; the procedures should be complementary to your organization’s Building Evacuation Plans.

Identify activation procedures during non-duty hours

· Identify time-phased deployment and departure procedures (partial pre-deployment of any essential functions, based on the level of threat).

· Establishes the minimum standards for communication, direction and control to be maintained until the alternate facility is operational.

Identify alternate operations functions

· Performance of any essential functions deemed to be critical to operations.
· Re-establish normal lines of communication to all critical customers.
· Assign responsibilities to key staff to perform mission essential functions.
· Determine if current staffing meets the workload to perform mission essential functions, and activate additional staff as necessary.
· Provide additional guidance to all personnel in regards to duration of alternate operations and include pertinent information on payroll, time and attendance, duty assignments, etc.
· Immediately begin preparation of communication and vital records and databases procedures to transfer back to primary facility.
· Circumstances may dictate that a new primary facility is designated and subsequently occupied.
Establish a reconstitution and termination plan

· Develop policy for ending alternate operations and returning to a non-emergency status at the designated primary facility.

· Establish procedures outlining specific actions (security, safety, and health assessments) to ensure a timely and efficient transition of communications, direction and control, and transfer of vital records and databases to primary facility.

· Conduct an after action review to assess all phases and elements of the alternate operations and provide specific solutions to correct any areas of concern, and develop a remedial action plan.              

Develop tests, training, and exercises

· To train and orient key staff, validate plans and procedures, and test equipment.
Develop a multi-year strategy and program management plan

To insure maintenance, operation, and funding for a viable COOP capability

The COOP “at a glance” described all of the important issues that should be considered during an emergency that impacts mission-essential operations. During this exercise, each Group will be required to develop an Incident Action Plan for the first two modules. The key issues listed below are of primary importance and should be addressed specifically in the Incident Action Plan by each Group and detailed in writing on the forms provided.

· Alert and notification Process

· Identification of Essential Functions/Programs

· Initial 48 hours

· Seven (7) days

· Thirty (30) days

· Sixty (60) days

· Alternate facility

· Identification

· Requirements

· Personnel Coordination

Site Support Procedures 
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Sunday June 7th, 2009 at 9:30PM

Scenario:
It is a typical early Summer evening in Topeka.  Watching the evening news you learn that a Severe Storm Warning is in place for the greater Topeka area.  The meteorologist informs you that conditions are in place for these storms to cause damaging hail, strong winds and possibly  tornadoes.  This line of supercells is off to the south heading towards Topeka, but the weatherman predicts that upper level winds will dissipate the storms before they reach us.  Used to this type of weather, you retire to bed wary, but unalarmed.
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Monday June 8th, 2009 at 1:30AM

Scenario:
At 1:30AM tornado sirens begin activating in the greater Topeka area warning of the F4 tornado cutting a path through downtown Topeka.  You have be woken up by the sirens and immediately tune to the local news channel which is reporting severe damage to the Capitol complex and large areas of Topeka.  Your attempts to contact family have shown that landline and cellular service is severely impacted but internet access is still possible.

Questions:
· How is your Agency prepared to react to this sudden event?

· How is your Agency gathering information about the current situation in the region?

· How does your management staff communicate with key staff about the current status?

· How does your Agency (or the State) communicate information to employees?

· What steps are taken to account for and assist your Agency’s personnel and their families?

· What decisions are made about operations for Monday morning? Who makes these decisions?
· Does the month, day, or date of the event effect how your Agency reacts?

· How do you talk to the media?

Monday, June 8th, 2009 at 8:00AM

Scenario:
Monday morning has revealed complete destruction of downtown Topeka.  Fortunately, all of your personnel have been accounted for have been told not to report to work until given further instructions.  Unfortunately, your offices are completely destroyed or inaccessible. Many roads in Topeka are impassable and power and communications are out in the affected area, but outside the path of destruction there are no adverse affects from the tornado and it is “business as usual.” 

The public has already begun clamoring for information and the media has been running constant reports about the complete shutdown of the State Government due to the damage.  The Governor has scheduled a press conference to declare a State of Emergency and assure the public that the State Government is activating their COOPs and will be up and running in a matter of days.  Your boss has called and told you to get things up and running as soon as possible, and in a stroke of good luck your alternate facility is open and unaffected

Questions:
· How is the COOP activated and utilized?

· Who activated the COOP?

· What are the priorities with respect to staff safety?

· What is your Agency doing to assist staff with personal and family recovery issues?
· What Agency priority functions must be performed given this disruption?

· How are staffing levels being maintained?

· Who are the primary staff and team members with responsibility for managing the departments and their essential functions?

· What long-term alternate facilities are available?

· What equipment and resources are available at the relocation facilities?

· What issues are given priority with respect to facilities and equipment?

· How do you talk to the public?
· How do you talk to the Media?

Monday, June 15th, 2009 at 11:00AM

Scenario:
You have successfully relocated to your alternate facility, but have discovered that you do not have all the equipment you need, including a few Vital Records.  Additionally, due to school closings 25% of your staff is unable to show for work because the have to look after their children.  As a result, you are unable to perform all of your Mission Essential Functions.

You have identified that you need 5 more workstations at your alternate facility, and discovered that the supplies have begun to run low.  Additionally, as it appears that you will be unable to return to your offices for many months you have determined that you will need to increase the current levels of security at your alternate facility to match your old offices.

Finally, the public has started contacting you asking where you have moved and when things will be back to normal.

Questions:
· What Agency mission essential functions must be performed?

· How are staffing levels being maintained?

· How do you get the additional equipment you need to maintain functions?

· What long-term alternate facilities are available?

· How are resources being allocated to State Agencies?

· How have you reestablished communications with the public?

· How long can you remain in your alternate facility?

· What outside agencies are you working with and how do you contact them?

· Is your level of security adequate for the long-term?

· How do you communicate with your customers (the public)?

· How do you communicate with the media?

Monday, May 28th, 2009 at 11:00AM

Scenario:
You have relocated to your permanent new offices.  Schools have reopened and you are back up to full staffing.  Your COOP activation was a success, but you realize that your plan was missing a few important details.  You resolve to fix these areas and to keep your COOP as up to date as possible by frequently checking in at COOPkansas.com.  

Thank you for participating in this TTX.  Please take the time to completely fill out the Evaluation and Participant Feedback Form. Should you have any questions please contact:
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Matt@BoldPlanning.com

(303) 552-1181

Exercise Basics





Module 1 – A Significant Tornado Event Impacts Topeka Topeka
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Module 3 -  The Next Week





Background Information, COOP At a Glance





Setting the Stage





Successful Completion





Tabletop Exercise (TTX) Schedule
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