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Preface

This Continuity of Operations (COOP) / Continuity of Government (COG) exercise was developed as a specialized venue within the 2009 Ardent Sentry/Vigilant Guard (VG) exercise hosted by the State of Iowa.  The concept originated with the evolution of Continuity of Operations (COOP) planning across state agencies over the past few years.  During the summer of 2008, the exercise planning team created exercise objectives that would logically set a benchmark for reviewing and validating individual state agency COOP plans.  

As the planning process unfolded and the related tabletop exercises (TTX) were conducted, it became clear to the exercise planners that the individual state agencies involved were afforded the opportunity to validate their individual plans and that the progression of the VG exercise play needed to be more focused on the interconnectivity of individual agency plans and the transition towards overall Continuity of Government (COG) functions.  This exercise was also designed as one of the initial steps for developing a functional COOP/COG exercise slated for July 2010.

This COOP/COG exercise is an unclassified exercise.  The control of information of is based more on public sensitivity regarding the nature of the exercise events than the actual exercise materials.

This Situation Manual (SitMan) provides exercise participants with the necessary information for their role during the exercise.
Introduction

Background

Of the many disasters faced today, terrorist threats and intentional attacks in particular have become an increasing concern.  The bombing of the Alfred P. Murrah Federal Building in Oklahoma City on April 19, 1995 dispelled the myth that domestic terrorism could not occur in America, especially in the heartland of our nation.  The attacks on September 11, 2001 brought national attention to the threat of international terrorism.  Since then, communities have improved preparedness for an array of terrorist attack scenarios including chemical release, biological and agricultural attacks, and bombings of every size.  Though no attacks on American soil have occurred since September 11, 2001, attacks in Spain and England, as well as throughout the Middle East, are stark reminders to remain vigilant in the fight against terrorism.

The preferred weapon of terrorists continues to be explosives.  Relatively easy to obtain, either through legitimate channels or home production, terrorists have employed explosives in various ways.  Common explosive attack modes include the remote detonated improvised explosive device (IED), suicide bombing, and the vehicle borne improvised explosive device (VBIED).  The VBIED in particular is an attractive attack option for terrorists because of its mobility and explosive payload capacity, and as a result of widely used by many terrorist groups worldwide.  VBIEDs are commonly used against U.S. assets overseas, but have also been used against targets within U.S. borders, namely, the Murrah Federal Building in Oklahoma City and in the first attack on the World Trade Center in New York City on February 26, 1993.
Purpose

The purpose of this exercise is to validate the effectiveness of state level continuity of operations plans and to examine how individual state agency plans interface with each other during a response situation.  This exercise is also an integral step in preparing for a functional exercise scheduled in July 2010.

Target Capabilities

The National Planning Scenarios and the establishment of the National Preparedness Priorities have steered the focus of homeland security toward a capabilities-based planning approach.  Capabilities-based planning focuses on planning under uncertainty, since the next danger or disaster can never be forecast with complete accuracy.  Therefore, capabilities-based planning takes an all-hazards approach to planning and preparation which builds capabilities that can be applied to a wide variety of incidents.

Capabilities-based planning is used to identify baseline assessments of preparedness efforts by comparing current capabilities against the Target 
Capabilities List and other related performance measured materials. This approach helps to identify gaps in current capabilities and focuses efforts on identifying and developing priority capabilities and tasks at all levels.

The capabilities listed below have been selected by the exercise planning team and will provide the foundation for the development of the exercise objectives and scenario.  The outcome of the exercise will be to determine any planning gaps and establish directional priorities for future planning efforts.

· Planning

· Communications

· Intelligence Fusion and Analysis

· Information Sharing and Collaboration

· Emergency Operations Center Management

· Critical Resource Logistics and Distribution

· Citizen Protection:  Evacuation and/or In-Place Protection

· Emergency Public Information and Warning

Exercise Objectives

The exercise planning team selected objectives that would further the dialogue of unique planning considerations in relationship to intentional threats or actions.

1. Examine internal and external communication systems for notifications and sharing information during an elevated emergency and disaster response that would require a COOP plan activation at the agency level.

2. Identify the functional requirements necessary to prevent and respond to catastrophic incidents.

3. Discuss efficient means to identify critical resource priorities and reconstitution expectations during a catastrophic event.

4. Review the authorities and procedures for managing emergency operations.

5. Determine priorities for managing human capital during an incident of extreme consequences.

Exercise Participants

The following are the categories of participants involved in this exercise; note that the term “participant” refers to all categories listed below, not just those playing in the exercise:

· Players.  Players will be those agency personnel who have served an active role in developing the COOP plans for their respective agencies.  (ie. the COOP working group members/planners)  Players will initiate and participate in the discussions related to systems in place during a simulated incident.

· Presenters.  Presenters will be those individuals considered as subject matter experts who will give a brief summary of background information and/or how events will be unfolding from their particular perspective.  They can and will participate in the exercise when questions arise from the player discussions with the intent to clarify any expectations and actions.

· Controllers / Facilitators.  Controllers / Facilitators will set up and operate the exercise site; plan and manage the exercise play; will provide and clarify information related to roles of individuals and agencies not playing in the exercise.

· Evaluators.  Evaluators are chosen to observe and provide a summary on areas within the exercise that are considered sustainable items as well as improvement areas.  

Exercise Structure
This will be a discussion-based exercise where exercise participants can explore current capabilities and identify whether any planning gaps exist.  Participants will participate in three distinct modules:
· Module 1:  Threat Information

· Module 2:  News Flash:  Attack on American Soil

· Module 3:  The Story Unfolds
Each module will be preceded or followed by a tutorial from a presenter that will assist in providing an overview of big picture actions during a specific period of time.  This type of format will allow for certain learning objectives to be achieved and assist planners in understanding the interface between individual plans.
Following the exercise updates and presentations, participants will review the situation and engage in group discussions on functional actions related to their particular perspectives.

Exercise Rules

The following are general rules that will govern exercise play:

· Participation is required, even if it is only to listen.

· Respect new thoughts, ideas and opinions on the ways things should/could happen.

· Foster solutions to problems not yet resolved.

· Refuse to throw up your hands on how to solve the problem.  Everyone present has valuable expertise in finding common solutions.

· Respect the learning of fellow participants by silencing cell phones, pagers, etc.

Assumptions and Artificialities

In any exercise, a number of assumptions and artificialities may be necessary and/or recognized during exercise play.  During this exercise, the following apply:

· Scenario information will not be as concise and deliberate in an actual occurring event.

· Exercise communication and coordination will be limited to only those agencies participating in the exercise and will minimize the magnitude of the actual challenges associated with certain actions.

· The exercise players serve as the COOP planners for their individual state agencies and may not have answers to all of the guiding questions presented during the exercise.  Participants will record items requiring future research and action. 

· It is difficult to separate continuity of operations planning from emergency response planning and actions.  This exercise does not intend to separate the different planning assumptions because the necessary big-picture overlaps.  The exercise does intend to relay critical knowledge of how response efforts unfold and to highlight expectations for information sharing and actions.

Exercise Schedule

0830 – 0900

Open Registration




0900 Welcome / Introductions 

Exercise Background / Overview

Topic:  Homeland Security:  What are the risks?

Module One:  Threat information

Topic:  Intelligence Fusion and Analysis

Break

Module Two:  News Flash:  Attack on American Soil

Working Lunch 




Module Three:  The Story Unfolds




Topic:  Response in Action




Hot Wash Discussion

1500


Final Remarks
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** Do not proceed until instructed. **
Module One:  Threat Information

Thursday, June 4, 2009
FBI Field Offices in St Louis, MO, Kansas City, MO and Omaha, NE have all received intelligence suggesting that an attack against US agriculture infrastructure may be in the late planning stages.  Several contacts currently or previously associated with a group called “Reclaim The Earth”, suggest that one or more individuals are planning activities which may result in severe damage to property or loss of life.  Reclaim the Earth is a left-leaning splinter organization originally associated with the Earth Liberation Front.  The group is believed to number as many as fifty individuals and espouses the belief that the genetic manipulation of livestock and crops will lead to the destruction of the environment.  Fusion Centers in all three states have received this information.

Friday, June 5, 2009
The DHS Transportation Security Agency is holding an individual in custody that is suspected with planning terrorist attacks against the United States.  Cody Black, a resident of Lincoln NE, was found in possession of a firearm, anti-US literature, and several suspicious looking empty containers while reentering the U.S.  Mr. Black was taken into custody and later found to have an outstanding warrant for his arrest in the state of Nebraska for acts of arson.  Mr. Black has refused to comment on his actions and requested an attorney.  Mr. Black’s visa indicates that he visited several locations on his most recent travels, including locations in Argentina, Peru, Venezuela, Kenya, and Zimbabwe.  Fusion Centers in all states have received this information.
Monday, June 8, 2009
FBI agents in the Omaha, St Louis and Kansas City offices have detected an increase in terrorist communications over the past 48 hours.  Wire taps applied against known associates of the “Reclaim The Earth” suggest that the group may be in the latter stages of conducting some form of operation.  Conversations intercepted by the FBI are cryptic and difficult to determine, but clearly point towards some significant activity in the near future.  Fusion Centers in all three states have received this information.

Wednesday, June 10, 2009
Several YouTube videos have drawn significant attention in the past month, all threatening the destruction of U.S. agriculture unless America changes its policies on genetically modified food products.  These videos include narratives talking about the vulnerabilities of the system, and how simple it would be to “strike at the heart of U.S. agriculture”.  YouTube has worked with Federal law enforcement to remove the offensive links.  Officials do not yet have solid leads on the source of the video, but the investigation is continuing.  Fusion Centers in all states have received this information.
Monday, June 15, 2009

Hard economic times continue to trouble various industries throughout the country.  Feeling the impact of rising fuel costs and decreasing demands on services and products, various businesses begin to search for ways to cut costs in response to falling profits.  To survive economically, several companies are announcing layoffs and the elimination of jobs.  Local law enforcement agencies across the country are reporting increased levels of violence and incidents of vandalism.

Wednesday, June 17, 2009

FBI agents in the Omaha, St Louis and Kansas City offices have received an unusual increase of reports of suspicious activities around university campuses and capitol complex buildings in the Midwest.   Report of a possible theft of a munitions storage facility on a military base has generated an extensive investigation amongst federal authorities.  The FBI has intercepted several messages that has heighten concerns of a potential threat on state government facilities in the Midwest.   
Presentation:  Intelligence Fusion and Analysis

LTC Matt Oleen









KS Fusion Center
Group Discussion:


· How, if at all, are heightened security announcements shared amongst state agencies?

· What preparedness actions, if any, do you anticipate to occur?  

· Are there any prevention measures that should be considered?

· How might the media affect the current situation?
· What is your agency doing to encourage individual preparedness and promote a culture of preparedness for the employees?

This page is intentionally left blank.

** Do not proceed until instructed. **
Module Two:  News Flash:  An Attack on American Soil
Friday, June 19, 2009, 3:30 a.m.
Initial reports indicate a loud explosion occurred in Des Moines, Iowa.  Citizen calls begin streaming into the 911 dispatch center reporting a huge glow of fires that can be seen from far distances.  Some citizens are reporting some type of train crash.
Friday, June 19, 2009, 4:15 a.m.
Incident Command is established and several requests for resources are being dispatched to the scene.  The scene is reported as a train derailment with possible hazardous materials present.  Several victims and responders are complaining of difficulty breathing and burning eyes.  The Incident Command is attempting to locate a representative from the train company and determine the contents of the cars.  Some placards appear to have been destroyed, or are obscured by the smoke.  The incident objectives are to continue the evacuation of the immediate area, provide emergency care to victims, contain fires from spreading, and move injured to area hospitals.  

Reporters are on the scene, asking questions about the initial emergency response, information on the number and types of casualties, property damage, and whether there is a threat to the surrounding community.  The immediate public reaction to the explosions is panic.  Nationwide coverage of the incident is continuous and media speculations are increasing the challenges of the response. 
Friday, June 19, 2009, 6:00 a.m.

The local emergency operations center is fully activated and officials rapidly identify the derailment as a mass casualty event and, with the magnitude of the incident, the incident is quickly exceeding the county’s available resources.  State assistance is being requested, including Weapons of Mass Destruction (WMD) specialty teams and the National Guard’s Civil Support Team (CST).  The Iowa state emergency operations center is fully activated by 7:30 a.m. 
The derailed train was carrying multiple toxic industrial chemicals, including chlorine, ammonium nitrate, phosgene, coal, and other harmful elements.  Rail cars separate from the track and split open in multiple locations, creating a toxic plume that passes first over the Iowa Capitol area and later through the Des Moines business district. 

Friday, June 19, 2009, 12:00 p.m.
Investigators are supporting all law enforcement attempts to identify the source of the derailment.  An initial search of the scene suggests that the train separated from the track due to a train derailing device.  No blue flag warning signs or other indications of maintenance work are visible at this location and no track maintenance was scheduled.  Evidence is supporting that a powerful explosive charge was placed directly against the 

side of the rail and initiated by either a timer or remote detonator.  The explosion destroyed a section of track as well as damaging a passing freight train.  
Friday, June 19, 2009, 12:00 p.m.
Investigating law enforcement agencies at the local, state and federal levels are quickly attempting to identify the parties responsible for the event and locating their whereabouts.  As information is being analyzed, evidence is demonstrating the event was intentional and points to key individuals on the FBI watch list.

Friday, June 19, 2009, 3:00 p.m.

Breaking news coverage has taken the intentional aspects of the train derailment story to great heights and creating public fear.  Questions of personal safety are being asked by all and rumors of future attacks are paralyzing the nation.  
Saturday, June 20, 2009, 10:00 a.m.
FBI agents in the Omaha, St Louis and Kansas City offices received details of three simultaneous SWAT raids conducted in Des Moines against residences of personnel identified as those involved in the rail sabotage.  Evidence holds strong links to further attacks on state government entities in the Midwest.  Fusion Centers in all states have received this information.
Monday, June 22, 2009, 9:00 a.m.

The Kansas Fusion Center has received a report of an attempted use of a credit card belonging to someone linked to the recent Iowa train derailment.  The night clerk at a local motel in Topeka reported checking out two rooms last evening to a gentleman matching the description of the suspect.  The suspect specifically asked for two rooms, each with double beds.  The suspect attempted to pay in cash, but lacked adequate funds, and eventually used a credit card.  The night clerk reports the suspect appeared agitated and tired; he later observed some behavior that didn’t seem normal.  The suspect and his party checked out this morning at approximately 5:30 a.m.  The clerk noted the men were driving two vehicles – a station wagon and a van.  A sweep of the suspect rooms has matched fingerprints with persons of interest.  No evidence suggested where the men were traveling.
Monday, June 22, 2009, 11:30 a.m.

Based on the sighting of the Des Moines rail saboteur suspects in Topeka, and continued threats to government agencies in the state, Governor Parkinson has directed key civilian and military offices to evaluate plans and procedures for continuity of operations.  This evaluation should be made as soon as possible, with a briefing to the Governor’s office on current readiness levels for COOP no later than close of business today.
Group Discussion:


· How would the message be delivered on “directing” a review of state agency COOP plans?

· What actions would be taken to review agency COOP plans?  How would this be coordinated across state agencies?  How would the Governor be assured this action was complete?
· What are the priorities with respect to staff safety?

· What staffing concerns are present at this current time?

· What issues are given priority with respect to facilities and equipment?

· What decisions are made about operations for Monday and the week(s) ahead? 
· What prevention measures are in place to report suspicious or unusual activity?  Are all state agency personnel aware of mechanisms in place?
· Based on the potential threats, what steps are being taken to communicate information to employees?

· How might the media impact the current situation?  What measures are taken to address media coverage and concerns of agency personnel?
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Module Three:  The Story Unfolds

Monday, June 22, 2009, 12:30 p.m.

An unmarked delivery truck pulls up and parks in the middle of the street in front of the Landon State Office Building at 900 SW Jackson St, Topeka, KS.  A state employee witnesses an individual exit the delivery truck and gets in a white van.  Seemingly very suspicious, the employee reports it to authorities.  Local response agencies arrive at the location and run the license on the abandoned truck.  A run on the license tag matches a vehicle that was reported stolen on June 17 near a military base.  Before further approach actions are taken, response officials direct a precautionary evacuation of the facilities in the area.

Monday, June 22, 2009, 1:30 p.m.

Within minutes, an explosion from the delivery truck occurs and vibrates through the downtown area.  Damages are extensive but exact details of damage are currently unknown.
Presentation:  Response in Action
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KS Emergency Mgmt
Group Discussion:


· How would an evacuation of the capitol complex area be directed and communicated?  

· Are plans in place to effectively accomplish an evacuation?  How are visiting public aware of evacuation plans?
· What are the priorities with respect to staff safety and accountability?
· How does your agency communicate information to employees?
· What critical resources are affected by the current situation? How will reconstitution priorities be established?  Are there procedures in place to assist in coordinating any needs and/or priorities?
· What alternate facilities will be established to support affected agencies?  How will assurances be made that there are no conflicts with alternate facilities?
· What impacts to services will there be between those impacted by the event and those not directly affected?  Distinguish short-term and long-term impacts.

· How will intentional acts such as this affect employee confidence and ability to continue their day-to-day roles and responsibilities?  
· Will staffing levels be affected?  If so, what are the response actions at the agency level?
· How will security measures be addressed over the coming days / weeks?

· How will your agency assure completion of mission critical functions?

· What other major concerns will need to be addressed as recovery efforts begin?  What solutions must be implemented? 
Questions below are provided to guide thoughts for discussion and identify that plans adequately address required knowledge and abilities to activate and respond.
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Questions below are provided to guide thoughts for discussion and identify that plans adequately address required knowledge and abilities to activate and respond.
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